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I. A description of the mse^e . 


consists of a box with 26 keys labelled with the letters of the 
alphebet and 26 bulbs which shine through stencils on whioh 
letters are marked. It also contains wheels whose function will 
be de^oribed later on. When a key is depressed the wheels are 
made to move in a certain way and a ourrent flows through the 
wheels to one of the bulbs. Taxw bAsts tei bt A jJ&k The letter whioh 
appeal's oyer the bulb is ■»!!■# the result of enciphering the 
letter on the depres 'ed key with the wheels In the position they 
hove when the bulB lights . 

To understand the working of the maohine it is best to separate 
in our minds 

» j 

The electric circuit of the machine without the wheals* 


! 




The circuit through the whe els. 

The mechanism ror turning the wheels and for desoribing 
he positions of the wheels. 

The cirouit of the machine without the wheels , 
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The machine contains a cylinder called the Elntritt^awplz 
^E.W)on which ere 26 contacts C s , ft. », The effect of the 

wheels is to conneot these contacts uo in oairs, the actual 

pairings of c odrse depending on the nos it Ions of the wheels, 

% 

On the other side the contacts C, , C^ } oonneoted 

each to one of the keys . For the moment we wi 1 ! suppose that the 
order id ^WERTSU lOASDFGH^KPYZCTBNMX f and we 

will say that Q is the letter associated with Cj , W that associated 
with eto. This series of letters associated with Cjj .. - t 
is called th e diagonal, for reasons which will appear in Chap 


z. 


The particular order we have chosen is known es QWERTZU order. 

The diagram shews the ooimeotions when the key Q. is 
depressed and supposin g that C f is connected to C ^ through the 
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The only outlet for the positive of the battery is through the Q, 
keyt o Cf hence to C ^ and then through the E bulb . The result is 
that the E bulb lights. More generally we can s°y 

If two contacts C , C of the Eintrittswalz ere oonneoted 
through the wheels th en the result of enciphering the letter 
associated with C is the letter associated with C- . 

Notioe that if P is the result of enciphering G, then G is the 
result of enciphering P at the same plsoe, also that the result 


of enciphering G can never be G, 


Henceforward we may neglect all of the maohine except jcfes 
what affects the connections between the contacts of the 
E,W, , and the turnover meohanlsm which affects the nos it ions of 



wheels. 


Connections through the wheel s. 

The wheels include one which is seldom removed from the 
machine, and whjlch may or may not be rotatable. It is called tte 
Umkeh^rwalz (U,K,W.J, This wheel h as £6 spring contacts which 
are connected together in pairs. There are three or more other 
wheels which are removable and' rotatable ; they have £6 soring 
contacts on theright end 26 plate oontaots on the left£ left and 


right with aaxatxi positions when in the machine! Each spring 
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oontact is connected to one end only one nlate conte et. On the 
wheels are rings or tyres carrying Rich 0 bets , end rotatable with 
respect to the rest of the whe°l; more about thi3 under ’turnovers 1 
When the machine is being used three of the wheels °re out in 
between the TJ.K.W, emd the E,W. in some prescribed orger . The 
way that the current might flow from the E.W. through th e wheels 


and back is shewn below 

i*KW 
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Tuamove rs . Rlngstellung. Window oosition . rod'' position . 

From the point of view of the legitimate decipherer , the 
position of th e wheels is described by the letters on the tyres 
Bfxttacn&Mfts which shew through the three (or 4 if the TJ.K.W, 
rotates) windows in the oasing of the machine. This sequence of latte: 


wo calll the ’window position’ . When a key is depressed the window 

when 

position changes, but does not change further xx the key is 


allowed to rise. We will say that the position ohanges into the 
’following* position. The position which follows a given one depends 
only on the order of the wheels and on the original window 
position. This is because the meohenism for changing the cos it ions 
is carried on the t^res ♦ 


The turning me o ha n ism cohsists of 


These palls operated by th e keys, one lying .lust to the 
right of th e right hand wheel, one between the R.H.W and M,W, 
and one between the M.W. and th e L.H.W. 

26 catches fixed on thaaod^icfc each wheel on the right . 


One (or rntSHXcxxsxnl possibly more, here we will always 
assume it is only one)catoh on each tyreij.the left. 


The effect of the right hand pall is to move the rtghtxim R.H.W, 
forward one place every time a key is depressed. The middle pall 


normally oomes into contact with the smooth surfaoe of the tyre 
which prevents 

of the R.H.W., it from m g rjfaagx engaging with the 

catches of the M.W. If however it is able to alio in to the 
catoh on the tyre of the R.H.W. it will reach the catch on the 
M.W. end will push both R.H.W, and M.W. forward: of course the 
R.H.W, is being pushed forward by the right hand pawl in any 
case. The ooourenoe of such a movement of the M.W. is called a 
* turnover'. Owing to the faot that the catch is on the tyre the 
position at which the turnover occfcrs depends only on what 
wheel is in the right hand position, and on the window position 
of that wheel. For instance with German servioe wheels , wheel I 
turns over betwe-n Q and R , i.e, if I is in the R.H. position 
then th e M.W, will move forward whenever the window positionof 
the R.H.W. changes from Q to R. The left hand pawl operates 
similarly to the middle pawl, but in this osse it is essential to 
remember that both M.W. end L.H.W. move forward. 

Typical examples of consecutive window positions with middle 


wheel Xuk 

turnover 

E-F, SS. R.H.W. 

T.O. 

AWO 

BDO 

MEW 

F'm 

AwP 

BDP 

N EX 

^Fk 

Am 

BDQ 

NFY 


AXR 

iiER 

UFA 


AX3 

CF3 



AXT 

CRT 

r-x 6 



The effect of enciphering a letter depends only on the 
wheel order (Walzenlage) and the nos it ion {i.e, amount rotated) 
of the wheel proner (i.e. not the tyre). To describe this nositlon 
we could imagine that there was a set of letters attached to 
the business part of each wheel, f’nd that these letters oould 
list®, be seen throughthe windows as well ^s the letters on the 
tyres. The letters seen would give th^ 'absolute ' or ' rod 1 position 
of the wheel (the point of th e expression 'rod nositlon* will 
be seen in Chap ) . The position of the tyre relative to th e 
business part is fixed by means of a clip on the business part 
■whioh oan drop into holes near the letters. When the olin ihsin thw 


s 


hole near the letter C we say that the Rings te Hung is C for 
that wheel. It is clear thet sotae eouation of the form 

Window position = Rod position Ringstellung +> e constant 
must hold( it "being understood that A,B,C,;.. are regarded 
as interchangeable with 1,2,3,,,. ). UtKXsdracti normally aorxmcErfchH* 
tin e one arranges that this constent is zero (see also ) 


The steokered enigma . 

In some enigmas the association of the con tacts of the 
Eintrittswelz withthe keys and bulbs can be varied. There ere 26 
pairs of sockets labelled with the letters of the alphabet 
one of eaoh pair leading to a contact of the Eintrittswelz and 
the other to one of the keys. Normally the two sookets are 
connected together by a hidden spring, if however a 'Stecker* 
is plugged into two pairs of sookets, W anM R say, these springs 
are forced away end new connections are made through the Stecker, 
the W key being connected to the oontact whioh would otherwise 
be connected to th e R key , and vice-versa. That W pnd R are 
connected fay such a plug is expressed in the form 'W/R* or *R/W* . 
Th e effeot of the Steoker on the encipherment is cmlte simple. 

If at a oertain position of the Kir wheels A enciphered gives N, 
(abbreviated to AN) then at the same position with Stecker 
A/V,N/0, and perhaps others, we have VO; if instead we have the 
Stecker A/V but none involving N , we should have VN (or as we 
sometimes say the * consta\ion* VN). Thus if a possible encipherment 
without any Stecker were 


then a possible encipherment starting from the s*me positions 
of th e wheels(or as we say, from the s p me place) tod® with the 


mXMmt DiESERBEfc 


sramm kymvkeyo®P 


Stacker D/3, R/N, B/K, 


would be 


SIEDENKE 

BVMYBEVO 



ir««A fW f ^ * 
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Conventions for electricians 

For the purpose of desribing the wiring of wheels to 
electricians one works from a'spot* on the right hend (spring 
contact hearing) side of the wheel, or if there is no spot^from 
the contaot which is uppermostwhen any writing on the face is 
horizontal 



The contaot which is uppermost or nearest to the spot is called 1 
and then the numbering is continued ins clockwise direction. 

One then makes out s scheme like this 


Spring contacts 
Fixed contaots 



“i 


From the poin t of view of the cryptograph er the most natural 
way of naming th e contacts is rather different. One would put 


the Rings tel lung to zero, then put zero (Z) in the window, and 

after 

name any oontaot on the right of the R.H.W. hy the letter 


associated with the contact of the E.W. whioh it touches, there 
being assumed to be no Steoker* To connect these two notations 
it would be necessary to take into eons ide ration the relative 
positions of the Sontact of the E.W. and the windows, and also 
the positions of the clip and spot on the wheel. Here is a rule 
of thumb for obtaining eleotrloians data from the cryptographic 
data, illustrated by Railway Wheel I. Hf 


Write down th e first upright of the inverse sauare for the whee 
unsteokered 


and above it the diagonal* u se top two lines to* transpose' the 
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third line into numbers. Then rub out the second and third lines. 

This rule is not an absolutely reliable because of possible 
variations of designs of wheels and machines. 

The ooalo strips . 

For demonstration purposes it is best to replace the machine 
by a paper model. We replace each wheel by a 

strip of squared paper 52 squares by 5 squaws. The squares in the 

right hand column of the strip represent the spring o outsets of the 

wheel in natural order (to make th e squares of the strip agree 

with the contacts of the w&eel one must wrap th e strip round the 

wheel with th e writing on the strip inwards ^. The squares on the 

left represent the plate contacts. In the right hand column is writtei 

the diagonal twice over, these being the ’cryptographers names' of th< 

contacts as explained in the last section; in the left hand column 

letters are also written, and in such a way thet squares containing 
represent oontacts which ere 

the seme letter kxx oonneoted together, Down th e centre column 
may be written the numbers 1, , , , ,26,1, , , , , 26, These numbers serve 
to describe the position of the whe^l, either the rod position or 
the window position according to how they are used. The Umkehrwwlz 
is represented by a strip three squares wide, containing in one 
n ni nmn the diagonal repeated (this is not entirely essential) in 
another the numberd 1,...,26 repeatexd, The third column represents 
the contacts; and squares representing contaots which are connected 
contain the same number (which does nor exceed 13), The machine itsel 
is represented by a sheet of paper with slots to hold the 'wheels'. 

In a column on the right is written the unxteokered diagonal tntm 
t tttt to represent the Eintrittswalz. It is convenient to repe-t 
ttnim this alphabet between each pair of wheels. The square 
bearing the letter Q between the R.H.W. and the M.W. will bar 
called R.H.W.' rod point Q* or M.W. 'output roint Q* , Between the 
wheels we also write 1,...,26 repeated. These *sxx*x*«x4sra®riin6 
*J»xS±Kg ere used for describing the position of the wheel when 
the Rings tellu ng is given. To understand how this can be done 
we need only notioe that the same effect as a movable type 
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could be obtained by having windows end pawls which could be 
rotated roung the wheels in step. To use this Ringstellung devioe 
on the comlo strips we make penoil marks against the numbers 
on th e fixed sheet and read off the window nos it ions on the s tries 
opposite these marks. We also make permanent lines on the s tries 
to shew v/here the tumove occurs. When these lines osss the 
Ringstellung marks a turnover occurs. 

If the machine has Steoker we may leave a column on the right 
for the keys to which the oontsots of the E.W. are oonneoted through 
the Stecker. 

The rule of thumb for the making of comic strips is to take 
the last upright of the rod squard for the left hand columns 
of the strips. 

It may appear rather strange th^t the letters written on 
the fixed shleet between th e strips should be in the order of 
the diagonal, rather than say ABCD... ; the uoint of ’-riting the 
letters in this order is that wherever a strip is put into the 
machine there net is the same arrangement of letters on either side 
of it. If this were not so it would be necessary to have one 
’rod square’ for the wheel when in the R.H, nos it ion and anoth r 
for the other positions. 


Chapter II . Elementary use oof rode 


Th e rod square and inverse rod square 

It is convenient to have a table giving immediately the effect 
of a wheel in any position. We can make this out in ‘the form of 
a square measuring 26x26 small squares, the oolumns being labelled 
with the numbers 1,...,26, and the rows labelled with the letters 
of the diagonal, say qwertzu..,, If we want to know the output 
letter whioh is connected to a given rod point we look in the 
row named after the rod point end the column named after the 


rod position fpf the wheel. Thus in oolumn 18 and row e of the 

f»A A * 

purple squere/we f ind H, and looking on th e fixed comic strips 


(Fig l( ) where the purple wheel is in rod position 18 we find the 


rod point E connected to output point R 
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This square is known as tl^_e'rod square* for th^e wheel; its rows 
are known as ’rods' and its columns as 'uprights 1 . 

We can make out a rather similar aqua©#* in which the rows 
are yarned after the output letters’ and the letters in the 


‘7 

squares are th e rod points. This is oalled the inverse square. 


It should be noticed that in both squares as one prooeeds 
diagonally from top to bottom and from right to left the letters are 


in the order of the diagonal. Hence the 


name. That this must 
baokwards 

happen is obviousfrom the faot that if one prooeeds steadily roun d 


the E,W« as the wheel moves farmard one will always be in contact 
with the same point of the R.H.W, and therefore connected to the 
spme point on the left hand side of the R.H.W, This point is 
moving steadily round and therefore the rod points describing 
its position move backward along th e diagonal. 

Encoding /on the rods 

Fot th e purpose of deooding without a machine , and in connection 
with mahy methods of finding keys It is convenient to have the 
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rows of the rod square written out on aotual oardboard rods, in 
guage with squared paper. Let us suppose that we wish to deoode a 
xhsx f Hiiautlag me s'- age beginning 

x opmr QSZVI DMFPN EXACM RWWTCJ JYUTY NGWX DZ. . , 

of not more than 30 groups, that we know the wheel order to 

be III I II (Green, Red, Purple), the Ringstellung to be 

. 26 17 16 13, and the Spruoh sohluessel to be 10 5 JL.6 1 

the window position 

i,e. that the xiaiaxxxfflaitixx machine should be set to 10 5 16 1 

A 

mxTxiB. end the deciphering then begun. We first work out the 
turnovers in terms of rdid positions. Wheel II has window T.O, 

E-F i.e, 5-6, and sinoe the Ringstellung for this wheel is 13 
the rod T.O, is 18-19, The middle wheel window T.O, is Si N-0 
and the rod T.O, is 24-25. Next we transform the Spruchsohluessel 
10 5 26 1 into rod values by subtracting the Ringstellung, We 
obtain 10 14 10 14 , and we oan now write ±k*xrn*aaa±t±aiaxxHf 
XhxxSbti&tftix over the letters of the message the rod positions of the 
R.H.W, at which they are to be enciphered, remembering that the 
yaat-ktmr window -position «t which the first letter is enciphered 
is not th e Sprue hsohlue sel but its suer- ess or. We can also mark in 
the turnovers. Over eaoh section between turnovers we oan mark the 
position of the middle wheel. As the mes r Bge is nn rt y not more than 
150 letters no double T.O, will be te^ohed and the U.K.W. will 
be at 10 and the L.H.W. at 14 throughout. We oan work out the 
effeot of these two wheels for this message onee and for all. 

We set up the comie strips for the U.K.W, and L.H.W, to this 
position and read off the pairs of M,W, rod points which are 

oonneoted through them. (The fixed comic strips Fig it have the 

J •/ y 

U.K.W, and M.W , set to this position)They are <$,o, ev, be, kg, 

/ / y 'frY* y y y tv W' 

sx, wo, mj, td, pfc, fi, yu, zl, Jjr, From these we wish to 

obtain th e connections between the right hand wheel rod joints 

far ali relevant positions of the M.W. If we set up the red rods 
10 11 

14 15 16 11118119 20 21 22 23 24 25 25 1 2 3 

§ S Z vfl D V F P N 35 X A C M ... ( : ^ % 


nW. 1- 7~, C> . C 


h 


according to the pairs qo, ev,... (see Fig 13 ) . In any column of 

sJr- u f 

the resulting acniramn will be found the letters of the alphabet in 
pairs ; these pairs are the R.il.W. rod points whioirare conneoted 
together through the U.K.W. ,L.H.W. end M.W. with the U.K.W, and 
L.H.W, in the position 10 14 and the M.W* in the position given 
fet the heed of the column in question: this can be verified from 
Fig \\ in the case of column 10, In order to decipher the port Jflf 
the message before the first turnover we set up the purple rods 
according to the pairs in column 10 of Fig l3 , This set of pairs 
is called the 'coupling of the R?H*W, rods' or simply the 
'coupling*. The pairs of letters in the various oolumns of the 
purple set-up are the possible oonststions when the U.E.W.^rJtjJIbc 
strati Mxatepranrit L.H.W. , and M.W. h^ve the positions 10 14 10 °nd the 
R.H.W.has the positions given at the head of the dolumn. We can 
therefore use dtfcrfcr the set up for decoding up to the first T.O. 
Afterwards we have to rearrange the rods with the ooupllng in the 
11th oolumn of the red rod set-up (FIGS ^ ^ ) 


Chapter III. Methods for finding the conneotlona of a machine. 
Alphabets end boxes 


For any position of the wheels of a machine the letters of the 
alphabet can be put into 13 pairs so th-t th e result of enciphering 
one member of a pair is the other member. These pairs are usually 
written one under the other and oalled 'the alphabet' at the 
position in question. Thus the alphabet for the wheel order 
Green Red Purple end rod position 10 14 11 17 is 

if 

MS 

VL 

ZU 

HY 

till 

TR 

OG 

IF 

XD 

KC 

AQ 

BW 

UP 


The order in whioh these are written is immaterial. 

When we have two alphabets to deal with it is sometimes 
helpful to describe both alphabets simultaneously in the form of 
a 'box' , Take for instanoe th e two alphabets 


VM VU 
ZJ ON 
ES JW 
GtA HI 
NF TM 
XR FG 
OF EZ 
HI LR 
LB QB 
DW XP 
YT YK 
UK AC 
QC SD 

To form a box from these we choose a letter at random, say T, and 

±m®kxf»Es±fcxiJi write it down with its partner in the first 

alphabet, T, following it, thus TY* we then look fir y Y in the 

second alph abet and find it in YK; we write the K diagonally 

downwards to tip e left from Y, thus TY ; now we look for K in 

K 


the first and finding it in KU write 


TY and TY 
KU KU 

7 7M 


get TY 
KU 
VM 
TY 
KU 
VM 
TY 


TY , From this we get to 
KU 

but now if we were to continue the process we should 


We therefore draw a line, seleot a new letter, Rsay, and 

start again, writing our results below what we have already 

written. Thus we get 

TY 

KU 

VM 

W 

m 

OF 

GA 

CQ 

BL 


Eventually when there are no letters left we stop with the 
completed 'box* (*lA box) 

Ty 

KU 
- VM 

W 

m 

■■ OF 
GA 
CQ 
BL 

BE 

ZJ 

WD 

HI 


There ere various remarks to be made about boxes, A box 
completely determines the alphabets from whioh it w°s made. Also 
it oan be written in various forms depending on the choices of letter 
which are made during the prooess, but two different boxes made form 
the same alphabets oan always be transformed intopne another 
by a combination the processes 


i) Rearranging the order of the compartments 
110 Moving a number of lines from the too of the comnartment 
to the bottom, the order of the lines rema ining the sen© 


ill) Rotating a compartment through 180° about its centre, and 

o 

then rotating each letter^ through 180 about its centre 


At first sight it would seem possible that in making a box 


one might reach a state of ef fairs like this 


AB 

CD 

E. 


and thet El occurs in the first alphabet, and one would not then 
know wh r -t to do. This is not actually possible as El in th e first 
alphabet would oontradict AB, For the same reason it is notpossible 
to have E coupled with any other letter which ahs already oocured. 

If we think of the columns in a oompertment of a bo* we see that 
the effect of going down the left hand column of a ks comnertment, 
or up the right hand column gives the result of eno inhering a'letter 
with the first alph abet and then enciphering the result with the 
second. Consequently if Mgxacj acx fl i a c Exlhg instead of being given the 
alphabets we have the result of this double encipherment we shall 
almost h w ave the box. We shall not know how much to sli^e the opposite 
dides of a compartment relative to one another, and in the case of 
compartments of equal size we shall not know how to pair off the 
sides. 

The effect of enciphering first with pt then with ft I shall o*ll 
'the permutation jfa likewise the effeet of enciphering with &£ 
then then ^ will be called Jy3^ * For these permutations 


there is e notatioi^feimilar to the boxes. However this kind of 
'general box' does not enable one to recove r the original 
alphabets. It is also more convenient to write them horizentally 
(the same applies to ordinary boxes, but thja tradition there is 
firmly established). As an example of the notation 


OL* (tjfCLAIYSUHFP) (TCWMZB) (DEXVRN) (J) (0) (Q) 


This means that G enciphered at (giving A), and then at 
ft (giving C) and then at ^ gives K, likewise K enciphered k 
with gives L, P enciphered gives G, and J enciphered gives J, 
With the same notation the alphabet oould be expressed in the 
form (VM) (ZJ) (ES) (GA) (NP) (XR) (OF) (HI) (LB) (DW) (YT) (UK) (QC<) # 

If the letters of a pail? of alphabets are subjected to a 
substitution, end a new box is made up from the resulting 

alphabets the sizes of th e compartments of this box will be the 

* 

same as in the original box: in fact this box oan be obtained 
from the first box by subjecting it to the same substitution, 
(exceptjpos^lbly for order of compartments eto,): e,g. if we 
subject the alphabets tL f jl to the substitution 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 
ZDGYTNBHF IK0LUEM8RQCJAVXWP 

( Z to replaoe A eto,} then we get the alphabets 

ft' 

AL AJ and the box CW 


PI 

EU 

KJ 

TO 

IF > 

AL 

BZ 

HSfiEF rtr , r, 

NB 


Ter 

MU 

m 

TP 

EN 

HF 

OR 

BZ 

OD 

SD 

GS 

YV 

X M 

DO 

wc 

\ JK 
\SG 

WK 


ZG 

PI 

Q.Y 

VY 

VTJM 

SS 

“HF 


Conversely if we are given two pairs of alphabets X,Ja and £,0"' 
such that the sizes of the compartments In the X^. box a re the 
same *» s in the f <T box, then It is possible to fiad a substitution 
which will transform \ into end yU IntoC (in fact usually a 
great majiy suoh substitutions). We have only to write the boxes 
in decreasing oompartment size(say), and then a substitution 
with the req lured property will be the one which transforms 
letters in corresponding positions into one another. 



T The sizes of th e compartments in a, box, and the lengths of 
the ay xaixx brackets (cycles) ere important, as they remain the 
same if all th e letters involved ere subjected to the same 
substitution, (which might be a Steckering) . Saax tibx If we write 
down the lengths of the cycles of a substitutions in decreasing 
order we obtain what we call the 'class' or the 'shape' of th 
substitution, e.g, the class of ^j3 tL above is 11,6,6,1,1,1; with 
boxes there a ire two ways of describing the shane , eith er by the 
lengths of the compartments or by the numbers of letters in them. 


information about freruencies of box shapes may be of interest. 


fcfc It is always ebvious enoogh which is being used. \The following 


26 25 $ 

24.2 13 $ 

22,4 7 . 3 $ 

20,6 5 , 4 $ 

18,8 4 , 5 $ 

16,10 4 , 6 $ 

14,12 3 . 9 $ 

22 . 2.2 3 , 7 $ 


26 



The phenomena involved 


Before trying to explain the actual methods used in finding 

the connections of a maohine it will be ''S well to shew the 

kind of phenomena on whioh the solution depends. 

The most important of the phenomena is this, Suppose we are 

given the alphabets at the positions X5Q53CJX2XGE REA. FKA WMA 

and also at REB FKB WMB then there is ^substitutions which 

will transform the alphabet REA into REB, FKA into FKB etc. The 

letters of 

substitution is that which transforms/ the column of the rod 

A* 

square corresponding to position A into the letters on the same rod., 
in column B, When we ere given complete alphabets we can box RBA 
with FKA and REB with FKB, and the substitution will have to be one 
which transforms the first box into th e seoond • As an example of t 


thfr ohenomen on we 

may 

take the 

alphabets and boxes 










REA 

REB 

REA 

REB 

REA 

REB 

FKA 

FKB 

WMA 

WMB 


FKA 

FKB 

WMA 

WMB 

EX 

RO 

KH 

ZJ 

TW 

XI 


EX’ 

RO 

EX 

RO 

UL 

FU 

JQ 

NP 

QD 

PG 


UL* 

FU 

TIE 

WtT 

HG 

jm 

KL 

EU 

ZF 

HB 


NK 

EZ 

KN 

ZE 

CD 

AG 

GC 

MA 

RK 

V E 


HG 

JM 

RT 

VX 

YV 

KL 

ZR 

HV 

VJ 

LN 


CD 

AG 

WI 

ID 

FS 

BY 

10 

DC 

OC 

CA 


m 

SP 

PB 

TW 

RT 

VX 

PA 

TQ 

KL 

ZTJ 


JZ 

NH 

YV 

KL 

QM 

PS 

BW 

WI 

G3 

MY 


RT 

VX 

jZ 

NH 

WI 

ID 

TV 

XL 

BY 

WK 


VY 

LK 

FS 

BY 

BP 

WT 

SY 

YK 

IP 

DT 


SF 

YB 

GH 

SET 

AO 

QC 

MD 

SG 

HM 

JS 


WI 

in 

m 

SP 

3Z 

m 

EF 

RB 

AU 

QF 


OA 

CQ 

DC 

GA 

HK 

EZ 

UX 

FO 

XE 

OR 


PB 

TW 

OA 

eg 

The 

substitution which will transform REA int<t> REB, FKA into 

FKB 





REA 


REB 

REA 

REB 


WMA 

into 

WMB, the 

box 

FKA into 

FKB and WMA 

into WMB 

is 


ABC 

D E F G H 

I J 

K L M K 

0P11E 

S T U 

V W X Y 

Z 



Q, W A 

G R B M J 

D N 

Z U S E 

C T P 

V 

Y X F 

L I 0 K 

H 



In this example the alphabets Irve been written out in such a way 
that the: a letter and the result of a o -lying the substitution 


occupy corresponding positions. Of course if our alphabets were 

data from which the subs titu ion was to be found this would not 

h 

generally be the oase. Our problem would be to arrange them in 
«ww' 'k TirTgYW T ta a r * or the boxes made from them, in such an order , 


1.1 


We might for instance be given the alphabets in the more or less 
alphabetical order 


SEA REB REA REB 



U&B 

FXa 

FEB 

WM& wmb 

EKA 

;c FKB 

WMA 

WMB 

AO 

AG 

AP 

AM 

AU 

AQ* V 

AO 

AG 

AO' 

AG 

BP 

BY 

BW 

BR 

BY 


IW 

SP 

CD 

PS 

CD 

CQ 

CG 

CD 

CO 

DT 

BP 

NH 

QM 

JM 

EX 

DI 

DM 

EU 

DQ 

EV' 

CD 

VX 

HG 

YB 

FS 

EZ 

EF 

FO 

EX 

F^ 

m 

LK 

SF 

HN 

GH 

Fa 

HK 

GS 

FZ 


JZ 

YB 

ZJ 

LK 

IW 

HN 

10 

HV 

GS 


RT 

RO 

VY 

WT 

JZ 

Old 

JQ 

IW 

HM 

lx 

VY 

FQ 

BP 

DI 

kn 

KL 

LN 

IZ 

IP 

J s 

SF 

EZ 

IW 

XV 

LU 

OR 

RZ 

KY 

JV 

m 

EX 

m 

TR 

EZ 

m 

PS 

SY 

LX 

KL 

m 

UL 


NK 

UF 

RT 

TW 

TV 

NP 

NR 

MY 

NK 

TW 

LU 

Q£ 

VY 

VX 

TJX 

QT 

TW 


hg 

ID 

IS 

UR 

and 

thjsn mak^ 

f rom^th^e 

boxes 

on t 

he right 


pair of boxes we se that Emust become either 0 or R in the 

by 

substitution, and we can try both* hypotheses out ±h sr ranging 

boxes 

the first two adniinciiKts correspondingly. If the first box is left 
as it is, the oo responding rearrangements of the second are 


* t 

* * 


* * 

* i 


c*> BU acT 

W*w vx 4fNH 

ZE LK 
i UF YB 
OR RO 
■ BY FB 

KL i EZ t 

xv m 

The first of these rearrangements is impossible, it implies for 

instance that tn the substitution C becomes H and M becomes P 
but 

wtocrass in the third box G and M oocur on opposite sides of a 

N mA P 

compartment while in the fourth ttesr are on the s n me side* 

six 

Aotually we have in the/alphabets rather an embarras de rlohesse . 
It would redly be easier to work with say the first five 

Ka 

alphabets and tbs two oonstatations , AC aid BH say of the 

remaining one. Since B and H oocur three apart in the same column 
REB 

of 1KB the pair of letters of WMA from which BH arises by the 

substitution must eocur three apart in one of the oolurms of 

REA 

the large compartment of FKA . The only possibility is th^et BH 
arises from FZ, and we o°n cheok th e result with the A0. 

\ 4 


We make use of a third phenomenon when we have found some carts nj 


of tl\je rods. Suppose we find the substitution which transforms 
the fii^st column of the purple rods into the third 


G EC A 
YTX I 
T CD E 
MJAD 
B ST R 
H ZG C 
F HZ W 
I UB N 
K NR X 
0 TL Z 
L QV M 
U BI V 
E OQ J 
MM3 
S MP T 


It is 

(ZDKNFH) (GEOTCIUBSMVHYVXQ) ( JX) (AP) 


and the substitution which transforms the tbfe*d column into the 
fourth is 


{ JTBNSLZWFERXIVMQ ) ( CADEOG ) (HU) (FK) 

These two substitutions are of the s^me ’ shene8, and if we write them 
like this 

f YVLQGEOTC IUBSMWR ) (NEHZDK ) { PA ) ( JX ) 

( JYBNS LZWPTRX IVMQ ) ( CADEOG J ( HU ) { FK ) 

eaoh letter in the lower line is below the letter whioh is three 


places further on along the (QWERTZU) diagonal. We osn see that 


first and third columns of the rod square by these which are 




thSisjmust happen because if we replace the letters of the 


three places fwRSfer along the diagonal and then more the idnsi* 


fee suit three places to the right and tl\jree unwards we get the 
fourth and sixth columns. 


A ret her similar Phenomenon is useful when we ie know the 
diagonal of the machine. In such a o*se *e B p n rke *> correction 
to out oonstations transforming them into connections between 
the contac tsxetfExfchaxSt on the right of theR.H.W* instead of between 
contacts of the Eintrittswalz, The o ousts tat Ions when so 
transformed are described as f added up 1 or ’buttoned up* ♦ The 
process can be carried out withtwo strips of oardboard with the 
diagonal written on them, ahd In one case repeated. As am example 
to make quite ole-'r what this adding up process is take the 
fixed colnic strips Fig 11. The alphabet for this position of the 
machine is (CD) (FR) (TV) (XO ) ( JK) (WQ) (AG) (FY) (BZ ) (HM) ( IL) (EB) (US ) 

The a dried up alphabet c^n be obtained either by tracing through 
the wheels from the purple column on the right b'-ck to this 
column again, or by applying the substitution 

QWERTZU lOASDFGHJXPYXCVBNML 

YXCVBNMLQWERTZU IOA'SDFGHJ KP 

to the ordinary alphabet. It is 



(FR) (TV) (BG) (DQ) (10) (XT) (WZ) (AS) (HK) (UK) (LP) (Cl) (ME ) 

Instead of tracing the cutrent through from the right hand purple 
oolumn in Fig 11 we oan of oourse trace it through from the left 
hand purple column back to this oolumn again. Itoixxxradtt^pqfKxi 



This gives us a very simple picture of how the added up alphabets 
between turnovers are related; one is obtained from another 
simply by a slide on this teft hand purple column, i.e, a slide 
on the 'BUM* last upright of the rod square. For instance it* 
if on the fixsti comic strips Fig 11 we move the R.H.W. to rod 
position 15 we have the added up alphabet 

(M)(RD)(VM)(IO)(Hr)(Iffi)(LF)(GW}(YX)(CT)(QJ)(KZ)(HS)( 
which bah be obtained from the added up alphabet at rod position 
18 by the substitution 


The saga 

Suppose thet one w^s left alone with an enigma for he If an 
hour, the lid. being locked down end the Umkehrwalz not moveblw, 
what data would it be best to t' ke down, end how would one use 
the data afterwards in order to find out the connect ions of the 
machine ? Can one in this way find out all about the connections ? 
This problem is unfortunately one which one cannot often apply, 
but it helps to illustrate other more practical methods. 

It is best to oocupy most of one's half hour In taking down 
complete alphabets. At least nine of these °re neoess°ry, as 
follows from this argument, ix xBjela&lxia xtt x gggiaxhgxxgxxlhtgxtBX 

3^fcx±fcKxix±xxIf the solution is completely determined by the 

data the number of possible different data must be at least 

equal to th e number of possible different ix. solutions. Now the 

n umber of possible different diagonals is x^xxzxl 26’, , the 

number of ways in which one can wire up a wheel is also 26J>, and 

the number of ways in which one can wire an Umkehrwalz is 

approximately {261)^ , so that the number of possible solutions 
9 /£ 

is about (26i) , The number of possible variations of an 

. ,4 

alphabet is ebout (26!) , so that th e number of possible 

g/2 

variations of nine alphabets is about ( S6 1 ) which is the 
number of solutions. 


The practical minimum amount of data is surprisingly elose 
to this theoretically minimum. It is possible to find the 
connections with 9 properly chosen elph ^ebets and 10 other 
constations properly chosen. However in order to shorten the 
work I shall take an example where we are given 11 alphabets 
andld oonstatations. 


2 4 ' 


Data for sags , 

/ /\ / ^ 

(AAA /MC / ABA J / ABC / CAA C. 
*" AAB AAD ABB ACA \ BAA 

TT7X fl M TUl x )CT 


AL AD 

AI 

AM 

AK 

AE 

AW 

AM 

AS 

Aq 

AZ 

BS BC 

BY 

BS 

BO 

BS 

BV 

BP 

BO 

BV 

BN 

CE EK 

CT 

CH 

CF 

OR 

CZ 

CE 

CP 

CH 

CO 

DH FV 

DM 

DR 

DE 

Dq 

DX 

DW 

DJ 

DU 

DF 

FM GZ 

EV 

EO 

GQ 

FL 

EJ 

FG 

EU 

EP 

El 

GR HN 

FN 

fq 

HW 

GV 

FO 

HL 

Fq 

fM^gl 

IK IT 

GX 

GP 

IX 

HK 

GU 

IZ 

GV 

GM' 

HX 

JN JY 

BJ 

IJ 

JP 

IN 

HI 

JO 

HY 

IZ 

JR 

OZ LU 

JO 

KX 

LS 

JP 

KR 

KQ 

IL 

JO 

KP 

FV OQ 

KZ 

LT 

MY 

MO 

Lq 

NU 

KT 

KN 

MY 

QW PS 

LW 

UZ 

NR 

UY 

MT 

RS 

MX 

RW 

qv 

TY RX 

FQ 

VY 

TZ 

WZ 

NS 

TX 

NR 

ST 

ST 

ux m 

RS 

NW 

UV 

TX 

PY 

VY 

WZ 

XY 

uw 






V 





% 


/ ADA CAC 


ACB DAA 

tuny 

SO UQ MJ HX 

Mfl 

ZJ IB IL VS 

€ii 




Tt 



There will be a substitution which transforms AAA into AAB, 

for findin g such a substitution 
ABA into ABB and ACA into ACB, Following the method/ exole ined 

AAA AAB AAC 

in th e last paragraph we form the boxes ABA, ABB and also ABC 


which will be needed l«ter 


AAA 

AAB 

AAC 



ABA 

ABB 

ABC 

ACA 

ACB 

SB Tff 

AI 

HU 

AM 
BP . 

(S& 

JE j 

(OE, MW 
t™g 

GX 

DM 

CE / 
DW / 


MF 

VF 

TC 





ZK 





RS 



Wx 


NF 

JO 


GR 

BC 

OJ 

Kq 


NJ 

RX 

EV 

NU 


FV 

TI 

BY 

RS 


UX 

NH 

pq 

TX 


IK 

KE 

LW 

VY 



\y 


CAA 

CAC 

A S 

HX 

BO 

VS 

6? 


DJ 


EU 


FQ 


GV 


HY 


IL 


KT 


MX 


NR 


WZ 



AAB 

ABJ6 in the w"y th^t was done at 

A AA 


We want to rearrange the box 


the bottom of n. .The substitution which transforms ABA 
AAB 

into ABB must also transform two oons tat ions of ACA into SO 


and ZJ. The only consts tat ions ±xa of ACA from which SO oould 
have arisen Bre LH, VY. If OS arises fron gliflau c LH we 
should h^ve to have a substitution Which. involves ZJ arising 
from OE in ACA, and this does not exist, 


i " Tim i iV'" •— t- 1 i n b Howerar if we rearrange it so 

that OS arises from VY we find ZI arising from 12 * We CPin 

AAC ‘ OA _ 

similarly arrange ABC to fit with them and agree with CAA and CAC ( 
' A AA AAD 

and fit CAA to fit onto CAD agreeing with BAA and BAD. 


R 

Rearranged 
AAA AAB AAC 
A BA ABB ABC 

AAA 

AX 

VP 

GX 

AL 

SB 

LU 

DM 

IK 

OZ 

TX 

TC 

TY 

TY 

BS 

ZX 

HD 

MF 

BC 

RS 

IN 

CE 

ax 

NF 

RG 

3JH 

TI 

OX 

VP 

m 

NH 

EV 

CE 

GR 

HE 

BY 

UX 

NX 

AD 

PQ 

MF 

PV 

{JO 

LW 

tjw 

TJX 

m 

AX 

zo 

IK 

ZG 

HU 

BS 


AAD 

Rearranged 
AAA AAD 

CAD 

CAA 

CAD 

UZ 

AL 

TL 

AM 

IK 

GP 

YV 

TY 

KX 

QF 

HD 

HC 

DR 

IN 

OE 

XI 

RG 

IX 

EO 

VP 

RD 

CH 

CE 

FQ. 

XK 

TJX 

VY 

PG 

MF 

Uk 

LT 

QW 

zu 

SB 

ZO 

WN 

NW 

BS 

BS 


We oan rujjwjvrite dovm the oarts of the rods which are in the 
oolumns corresponding to the window nos it ions AJ B,C,D though we 


do not 

know 

the oorreet o: 

AVGT 

Y3KX 

WNEU 

UMAV 

LFKL 

MBR61 

QHVZ 

XWIY 

SLD3 

FCSA 

GKBX 

IZHG 

BUMB 

CRNF 

REYI 

KGTJP 

OYTN 

EXFQ 

NAPE 

IDQO 

mt 

DTOC 

HJLD 


HIXH 

VOWR 



The substitution whioh transforms the letters in the first oolumn 
o 

of these rods into those on the same rods in the seoond oolumn is 
{AVOYSLFCREXWN ) (BUM} (ZIDTPQHI) (GK) 

That whioh transforms the seoond into the third is 
(VGTJMAPZH) (FX ) (LDQ,) (YTOWLTCSKHHNE ) 

and thit which transforms the third into the fourth 
( GTNFQBCWRMBXH ) {XLDSAVZKWEUF) (YI) 

These three substitutions have now to he arranged one under the 

other in such a way that the substitution whioh transforms the 

third into th e second is the s p me as that whioh transforms the 

seoond into the first, this substitution being a slide of one on 

(r*) 

the diagonal. Clearly (3HE-) in the third has to fit under either 


*7 


**K k* 

(St) or (XF) in the kxscbbsA first* if F is under G we oannot fit the 

second and third together, for F oocurs in a braoket of 13 in the 

third, and G in a braoket of 8 in the secdmd, if F is under K we 

can fit the three together like this 

( AV OYSLFCRFXWR ) ( BUM ) ( ZJDTFQIII } ( GK ) 

(8KBRKSYT0WUC } QLD) (FGUMA.PZH) (XF) 

(NFQOCWHMBJHGT ) (EBU) {KXXDSAVZ ) { IT ) 

The diagonal is 

APQBORYFKFZHXSGJWELUDMCNS 



to saying th ,at we kno: 

J f JF 

lefi hand column o^the oor^ strip fdr th^&eel, but df^ not 
know wh^re to stfert; o regain it J& equivalent to knowing the 


in whalk order to write the letters in the 


connections jot the vtfrael except' for a rhtetion ofythe 


contacts -'This error is 


knowiyas ' whaifx twist' .Xt is extremely difficult 
We /need t<yn ave som^U te in wiioh true jrlndow positions and 


remo' 


xxstxxsxsxiDCREksxBxt Of oourse we do not know where the diagonal 
’starts', but with e hatted diagonal like this it does not matter 
We can use the diagonal to put the' rods in order and to give them 
n^praes. There is likely to be an error in our naming, beoause 
we shall not know where to start naming thUL. 


either tl^e rows or ti^e columns , Tl\j3 difficulty about naming 
th_£ columns s imnly means that we do not know the Ringstellung 
or tlk_e absolute positions involved. If we have the columns 
correctly named but the rows wrdngly we shall have the wheel 
right except that the plate oontacts are rotated with reject to 
the spring conteots, 1$ is very difficult to eradicate this j £&x 





yfixsrtDwaxtoddMra 


thre e twheAiexwjL Ma xtyxxJhxreardiMg m a aj nt i eeabreaTftTttoawarfaAtggMayT 


y yx±gKEy ximAlf .fKXga± xAHjniXKlttex:atlfHrKBt x w hgaixfflrdexax3Ln^x 


It can only be done If we have a great de^l of information 
about actual window positions and Ringstellung, e,g, if there 
is a Herlvelismus or if the letters of the Ringstellung are 
restricted to be alljdifferent and no two consecutive in the 
alphabet except Z and A. 


Our set of rods is 


xS 


IZHG 

z 

HIJH 

h 

xwir 

i 

EXFQ, 

X 

GKBJ 

g 

VQWR 

1 

REII 

u 

w 

LXFL 

e 

KGUP 

1 

JDQ0 

u 

UBHM 

d 

OTTET 

m 

FC3A 

t 

NAPE 

0 

FOLD 

n 

BUMB 

8 

DTOC 

a - 

CENF 

P 

YSKX 

<1 

AVGT 

b 

ZJCW 

o 

WNEU 

r 

SIDS 

y 

xmv 

f 

TPZK 

k 

QHVZ 

T 


and we can n^ow transform ell our data about other alphabets 


into th_,e form of data about rod couplings. The ones we need first 

are 


AA 

AB 

AC 

AD 

ah 

ax 

yw 

fv 

be 

bl 

eh 

es 

ou 

OW 

bd 


dt 

dfc 

rpi 


fi 

ey 

St 


gw 

fj 

ki 


In 

ko 

zo 


kq 

ms 

Yl 


lz 

nu 

ns 


mo 

Pt 

um 


pi 




rr 

rh 

to 


s* 

iz 

ar 



From th^pse we can get the uprighj; of the middle wheel. The 
first step is of course to add up the alohabets. Here they are 
added up with Z as standard 


AA*AB*AC*AD* 

pi qj vy hi 
ol rd dg mb 
nd si 
me to ow 
kx uk es 
Je re jh 
ws zy if 
vb op im 
uh am pq 
tr bn tn 
qg wh lr 
y z fi za 
ef gi bk 


We now box AA* with AB* and AB* with AC*, and then re-rrange 
AB* 

AC* so tfad as to find the substitution which transforms 
AA* AB* 

A B* into AC* and AC* into AB* 


AB* 
A C* 


AB* 

AC* rearranged 


AA* 

AB* 

pi 
m 
Je 
v© 
n d 
rt 
ol 
sw 
hu 
($e 
fa 


Shxsxs|ix±gktxa£xiihBAja±]tll&xxhK!El This substitution sends each 
letter of the upright of the middle wheel into the next on the 
upright; h^nce the uptight is 
is lsezftrdgpjyxniqohukbmwrao 


0.1 

is 

9; 

il 

hw 

sa 

CEK 

pc 

ot 

* f 

3St 

yz 

nb 

sk 

9X 

a® 

leu 

KX 

ah 

i- 

ye 

3ES 


dr 

si 

iff 

Xoc 

is 

rd 

’ far 

fas 

6Y 

Si 

fas 

fas 

uk 

ma 

ter 

far 

Bn 

zy 

9$ 

ms) 

to 

If 

2S 

S 



As we added up to position Z as standard this upright isfthe 

' upright for position 2. We oan make out part of the rod square 
there being 

from it ^difficulties about where to begin as before ' 


2ABCD 

t ‘ 

ENTOB 

z 

SWKOL 

h 

EVEUP 

"i 

■gYDQW 

BMBEZ 

X 

g 

TOLEC 

$ 

RUINH 

w 

DXSIQ, 

6 

GAXBV 

PGOZD 

u 

JRHMK 

d 

TITVB 

m 

XCZSTJ 

t 

HHABE 

0 

IPMKJ 

n 

QTVWO 

3 

CZERS 

a 

HLYAE 

P 

UEPLI 

q 

KQTJXR 

b 

BDGYT 

0 

MJTCA 

r 

WXNPG 

7 

VSQJM 

t 

ABvrax 

k 

OECGY 

V 


1 ® 


We can now transform our remaining data into informs tiori stout 
couplings of the middle wheel rods. By sliding the diagonal 
up the side of th e rod square we oan get the oiiOuplings 


immediately into added up form 

A* B* B* 

A* 

B* 

o* 

D* 

B* 

c* 

X* rearranged 
c 

ra 

as 

:-ay 

kd 

ra 

as 

wl 

bt 

hn 

bii 

ox 

si 

gz 

or 

ce 

or 

cl 


wj 

eq 

do 

di 

do 

dr 


kg 

Jk 

vf 

fo 

eq 

ez 


ZY 

tx 

nb 

gk 

fv 

fn 


fo 

ph 

iu 

h y 

gz 

gs 


di 

wl 

my 

Jw 

hp 

hw 


un 

or 

as 

Is 

iu 

xp 


bt 

do 

gz 

mx 

Jk 

Jq 


xm 

vf 

eq 

n u 

lw 

kt 


yh 

nb 

Jk 

pq 

my 

mu 


pq 

iu 

tx 

vz 

tx 

VO 


ec 

my 



The left hend wheel upright is 

rwdmqxe p t zns o hkvhgf iy j oua If 
zhixgjweludmtcnsapqboryfkv 

and under it h c s been written the diagonal. This serves to transform 

A or A* into the Um v ehrwalB connections. They are 

yv,fs ,ce ,zw,oi,mu,r;5 .qXjpkjnd^ht^bg^l 1 


Adding up* method 

Most practical methods of finding the connections of the 
machine depend on getting e lor^g crib, either by 'reading on 
depth* {see Col&nel Tiltman's paper } or by 

pinching. In many cases we expeot the diagonal to have some 
special value, (e.g. qwertzu because the original commercial 
machine had such a diagonal). In this case th e amount of crib 
necessary is not very much , To estimate the amount of material 
that we have it is best to work out 


(Length - 2i5)X square of average foorhected depth' 

CalltKKXthis the 'material measure'. By corrected depth we mean the 
ar T ,n T j aotual number of oonste tat ions, so that this oan never 
exoe^ed 13. As regards the amount of material necessary, it will 
almost always be impossible to get the wheel out with le^s than 
a measure of 90, from $0 to 140 it will be a matter of ohahoe whether 
it comes out or not. From 140 onwards it will always come out, but 
with increasing easeps the material measure mounts up. With a 
materia & measure of $00 it is so easy that the trouble of adding up 
further materiel would be more than would be gained in shortening the 
further work. The method is xxs<e±9cx£~' es'entielly the same ns we 
used for finding the middle wheel in the case of the sage. Here 
hewevwr we have to do with nsrtlal alphabets or even single 
coii^s ta tat ions instead of comrlete alphabets. We cannot therefore 
do any boxing. After we have added the material up we take some 
hypothesis about the upright, e.g, that F immediately follows K 
and work out its consequenoes , If for instanoe we find the 
(added up^. I shall rat omit to mention this in future) constatations 
^ and immediately following one another we can infer that 
T immediately follows R on the unright. This v/e may express in the 
form 

\<r- — 'RT 


the dash denoting logic^B: equivalence. We folio 1 " out the oonsecuences 
until we reach a confirmation or a contradiction. When there is 

L 


HC ' I 1 I /An* 1 k ■ 




II irP L~t- a- / 

A 


3 Z 





plenty of materiel we do not usually start to work a hypothesis 
unless there is going tc^be en immediate oonf innation, e.g, if 
TC implies RJ from two different parts of the crib. This will 
me t ,n to say that the oonstatations I and C occur 1 x±m consecutively 
twice over. Alternatively we can say that R occurs twioe over 
at a certain distanoe, and that C also oocurs twice over at the 
same distanoe. In order therefore to find these nrofltsble 
hypotheses we have only to look for re net it ions of oonstatations 
{half-bombes as they ere rather absurdly called) , For this reason 
and mthKisek also because later we will want to be able to spot 
occurrences of a given letter at a glsnee, we nut oar mater fe 1 as 
we add it up intothe form in Fig ttj , 

Now t0 take 8 particular problem. We are given material six deep 
and 100 long, end we expect that the diagonal is qwertzu, Our 
material is 

'MIC.. 

NGrI , , 

.#• 

RCA.. 

YID,. 

DAS. . 

TTY.. 

YON.. 

RMI. . 

OFL.. 

VQO, . 

MUZ. . 

NJQ, .. 

( jjmust apologise for it not making sense) . 


ifiiix. 

HtStxx 


We decide to try out the hypothesis that there is no T.O. in the first 
seven columns, and therefore we edd up the columns l-7,27-33,53-f>g, 
getting 


lcn.. 

MJY* . 


TBF. . 
ZAH. . 


FUG.. 
SUM. , 


S3 


* 





H ~< * ^ < 


3 r *r 


V Tv 

O 3 


*n -1 


>f 

r 3 

N 


^ ts> ' 




fcj ,6‘ lo O ^ 

r\ 


c <-i 

^ (3 H 


Z 


„So ^ ~<£ 

S' 

~> v 2 +: u 


7> (4 


'*• 


?a c w o 


* * 

^ * 

• ’ 




•=3 z: ~i f 1 

i i 





w o 


/ 


**» 


~i ^ ^ 


T> 


1 


^ 0* 


**I ^ vj 

fcv 

JS> 

u» 

,o ✓ 

-** 

*1 


< ^ 


r> 




y 


C '4 

C 

2T> ^ 


* * U* c 

t* 




*. 

r 



08 

~ n 

3 H 

^ *-1 

o y 'Z 

-J 5 



y 

r* 3 v 

* ^ 


z “ 

r t " r 

r 

c 

< x n 


* 

?> 

qi » H 

X P 

u < 

* 





o S 

V 

< '' 

C -f 


3 ^ r 

Co ^ 




£ D 

js* 


Tt M “J 


c < ^ 

/ 

t 1 

^ p 

Oi *& 

3: 

3 H y t» 

c 

< o 


A 

c *■ 

r < 

*J& * C 

ts> ^ 


S - 3 

Z ' 1 X 



N w 

T> 



"J 3 

p: — 

S- 

2 

^r< 

< b> J c 

X Ti 9* 

r 

3t 

o ^ 



2 - r ^ 

>» 

£> co 


3 

W *- 









j *- 

Ir* 

x P 

-1 * 

7* 

' 

C f 
r >* 


r h 


■ 



f° x £, < c ^ 0< 3 r jt--) - t S' •? r y r> v? to 


^ ^ ^ V ^ ^ Q ^ J p |v 'I ^ i: ^ R y r v? 

• *.-■ 3,^ x O' ■ * » ~ s -■ • • •> - * ”~~' 

\Z\ K \ \ \VX \\\N kV\^ K '^ 3 s ' 


Vi > 


\ 






However we put the material directly into the form of Fig . 

We see numerous half- bombes and do not need to make any 

analysis of their lengths in order to find a profitable 

Q F 

start. The half bombes 3 and H suggest the two possible 
starts Q, F = SH end Q, H=SF (the two strokes meaning e double 
implication, not equality',). The consequences of the second of these 
are shewn in Fig 10 , Aeontr^ diction is quickly reached. The 
cpnsequenoes of OF in Fig LI , The loop QF-ZQ-MB-UJ-QJF gives 
a second confirmation, and our hyoothesis is now a virtual 
certainty. We now abandon the tree figure for an aloha bet with 
consecutives written against them (FIG 22.). All goes smoothly 
except that there is clearly error in our data as wg have a 

few contradictions. We sort out the good from the bad by using 

2 P. 

pairs of letters two a cart on the unright. Thus JO AF 'confirming 
JZ,Z0,AQ,QF. When we have oheoked them all we can write out 
the upright of the R.H.W. 

AQFPEVKYHCUJZODXMBSHTIRGWL 


We then heve to find the upright of the M.W, To do this we use the 
same process as we did with the saga. We have to find the 
added un couplings of the middle whe^l. This o p n actually be 


done without either adding uo separately or writing out the 

two 

rod square, simnly by having [movable strins with the unright 


and qwertzu written out on each, and sliding these above the (added u] 


critytill the oonstatations agree with nairs of letters on the 


strips directly above. We than reed off th_p coupling from the 

row of qwertzu letters, taking the pair of letters in oolumn 

1 for columns 1-7 of the crib oolumn 2 for 27-33 ete. Under 

one 

Fig te j is shewn the strips as xfesw set for reading off asms: of 
the added up couplings for 53-59, viz aq . The added up 


couplings that we get are 


1-7 

qp 

^7.-33 

53-59 

qe 

79-85- 

wb 

qs 

wj 

XV 

ef 

wu 

eg 

tr 

ry 

ek 

th 

f^ 

tn 

rn 

rv 

ql 

zu 

to 

zx 

up 

ix 

zy 

um 

oy 

os 

ia 

io 

ds 

eg 

ov 

sk 

wb 

w D 

dm 

aj 

db 

ci 

hV 

fm 

fy 

gz 

jo 

&b 

pn 

em 

kl 

Pi 

cl 

ka 


- tu 


zm 

ti 




_J 


Boring these together we get 


1-7 

27-33 

53-59 

£7-33 

53-59 

79-85 

qp 

hr 

qa 

lk 

zy 

ks 

ef 

fra 

db 

rad 

uw 

wj 


ja 

np 

tn 

bg 

um 

ry 

ek 

eg 

zu 

sq 

zr 

wb 

ai 

vr 

ga 

ov 

th 

ir 

rn 


hv 

pi 

oi 

os 

Sil 

sX 


When we fit these "bores together we fail miserably, rnd so we 
have to assume thet there is a double T,G. somewhere in spite of 
the bores ell turning out the a^me shape. We find th«t this 
is between the first ^nd second r lrhabets, end thet the 
r mainder oen be fitted together with upright 

wbnho ov rt ir lya z qgpfkms eud j 


I will ive a second example of the 'adding up' method for s 

cese where it is only just possible to get the problem out. 

The materiel is given in Fig all ready added up. There ere 

no * equidistances* (helf-bombes with equal distances) and so we have 1 

to make an analysis shewing ell the consequences of any hypothesis 

that one letter follows another on the uprighjblFig £&) . Fo* 

instance from the analysis we dee that AV,HT,NF,ZlA, ere 

all consequences of IM. The penoil letters round the outside 

arrw were put in tojhelp with the making of the analysis °nd we re 

used in connection with column^s 32,33 of the metpriel. Of course 

gome of the consequences will be false owii^g tojturnover, but as 

we a e dealing only with distances of 1 we can hone to negleot this 

without h^arm. We now piok out ixrg squares with a large number of 

entries in them and follow out th e further consequenoes of them, 

making trees as before, and hoping to find confirmations. When 

w get contradictions we leave the tree for the present but have 

Figs 

to remember the T.O. possibility . When we get stuok we can 
sotoetiraes oontinue using ooi^sequenees which are of th^e form 
thwjatjtwo letters ere »t distance 2 on the upright, I 1 or this , 

purpose ftn analysis of positions at whieh letters ooour is useful 
(Flg^) . xt In particular we nee d| this at Figib , Now VW and 
WY imply VY a and PR rnd RS imply PS 2 and these imply on e 
another from oolurans 19,21. We also get GL which starts off 
another train of oonseouenoes involving another confirm^ tion^ 1 
Eventually we get stuok with the bits of iscfcs uptight 
VW Y 

H.Q PRS 
UHJK 
FGIL.O 
B.E 

We might try putting in KA as a hypothesis, Sktxxantna afterwards 
try KB eto.(KA appears at first to give confirmations, but these 
are bogus. T*u> only reliable rule about confirmations is to 
coo If-ono onn Innr" a oonst tation out and then see If It 
can be inferred from the hypothesis). We might also try 


—4 


putting in as many new consjsatations as possible which ere 

eonsequenoes of those we have and out available information 

about the upright, and then start off afresh with some new distanoe 

on th e upright, say 5. But there is a quigker road to success, 

H G 

Note the constat ion J in 1 and I in 17, Since we have J following H 
and I following G on the uprigh t it seems highly probable that 
we have HG 1 ^ end , If this is so we have this as part of the 

upright 

FGIL.O. • , .UHJK 

Hence 0B§ which implies PK 6 giving us this as upright 

FGXLKOQPESUHJK 

From this we get many confirmations and are able to fill in the 
whole of the uprigh t (except Xwhioh goes in the one remaining plaee), 
th-t the T.O. which actually ocours between 84a nd 85 has not 
troubled us at sll i 
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Clicks at twenty-six -distance 

This is a method for finding the connections when we do not 

know the diagonal. It is very similar to the ssgacpd: "beginning of 

the saga, in principle. It depends on making hypotheses xxxtx 
* 

about pairs of letters "being on the sai® rod, and drawing conclusions 
xsf thKxxaanaxkix to the effect that other pairs of letters are on the 
same rod. Suppose for example that in our crib were the following 
oonstata ions 

,, .,4 .{, r- .v • efr •' f - ^ ptf) 


5 6 31 32 57 50 

A E F E T U 

F G T R PR 


83 84 

P U 

A G 


We migh t make th e hypothesis that on the rod whidh has A in 
column 5 there is G in column 6, We could then infer that there 
was another rod with Fand E in oolurans 5,6, and likewise rods 
TR, PU" and this confirms our hypothesis that there was a rod AG. 
Proceeding in this way we oen with sufficient material find 
sufficiently muoh of some of the rods to be able +o find the 
dia onal by the saga method. The amount of material needed is 
very great. We adopt a measure similar to the one for 'adding up* 
viz * 

(length-39 square of average corrected depth 
I believe it is practically impossible to solve eny problem with 
this measure less than 2000, It xmiikxxsckmKadtxkx should be possible 
for 3000 but might sometimes involve a gre^ t de**l of lpboufr, With 
the example given here the measure is . 

When th^ material is sufficient w» avoid taking hypotheses at 

random, and choose ones wh doh we can see imssitiskKkyxta without 

very muoh analysis, to lead to ax confirmation. This would be 

the oase for example with these constations 
56 31 32 

8 E RE 

YD YD 

Either the hypothesis that E follows R or that D follows it on a 
rod would be immediately confirmed. In the absence of other 
information the probability that one or other of these 


hypotheses is correct is about 79$, Our first job therefore is 

to look for such configurations of letters. All that we have to 

do is to analyse the acarfcaria.1 oonstatetions whioh have ancy lm 

the same right hand wheel position, and ring round any repetitions. 

We then write out the ringed oonste tat ions on a separate sheet 

(Fig U+. ), With the first oocurrenoe of each const^tation we 

give a number shewing how far on the other occurrence is. 

This skoczkxack plan also shews us where the T.O. is likely to be. 

It should be mentiomed that in the oase of this material there 
known to be 13 apart 

were two turnovers. The prinolole of spotting the turnover is this , 
Consider for example the constate tions HE at b,II and b,X and 
at i,IIand i,X, The first pair of these oonstatetions 
shows that there must l^jave been a nrag&lx pa it in common between 
the coupling at b f II and b,X , Likewise there must be one in 
common between those at $.,11 and i,X . It is therefore fairly 
likely that there is no turnover between b,II and tafX i,II, as if 
there had been it would have been quite likely that after tlB 
T.O, there would no longer have been a pair in oommon in the 
couplings. The- evidence from a single such instance is rather 
slight, but with asjmuoh material as we have in out ore sent problem 
we can fix it with no doubt at all, as occurring 

between z and a and between m and n. 

It is worth while writing down all the favourable hypotheses 
\mder the pairs of columns of the rod square involved fFig 3^ ), 

We have done this only for the part a to and find that in five 
oases there are two favourable hypotheses viz. col, b with e 
col, bwith h, col, d with j , col, e with i, and col g with j. We 
hope that in some of these cases the favourable hypotheses will 
imply one another, making them both virtually certain. XEESSXXpC 
imx j d^xiiJULMLiiflXx dxxtkkx^x tkayxgjagJ neac^ a Jucajuaxxa Btlraac , The consequences 
of these hypotheses^ re shewn in Figs . The Potation is this. 

An expression like OF under the head ' d$nto j* means that the rod 
with 6 in col. d has a F in col. j, and the strokes ,1Aining these 
mean that one can be deduced from the other. In the oase of g into lfl 
the two hypotheses a e essentially the s R me and ™e have an Immediate 
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confirmation, With b *nt'o h we find that both of the first 

alternatives of the cbne hypothesis oontradlct both alternatives 

* 

of the other* With d into j we manage to oonneet the two mi 
hypotheses together and with e into i we fail to connect but tha 
one of the hypotheses confirms itself, fimc The information 
we have obtained about the rods from this is expressed in the Fig 4/a 
In order to avoid bogus confirmations in what follows it is as well 
whenever we make a deduction to oross out th one of the 
cons tat ions used in’ the deduction. Stooxsxxr Up to this point 
the crossing out has been done with red strokes slenting un to 
the right. (Green vertical strokes were used to eliminate 
repetitions o^t a constat ion. red vertiu°l strokes to remove 
oontradicted constatations , ) , From now on for a time we will usd 
similarly slanting green strokes, 

ShffxdtKt r 'Xwa[xhxv*miiKxxhaTitxthaxr*dxs!raB:r«:xxiiix®*x*K±mi3cxte 
Up to now we have simply been trying to ’get a start’ , and 
so long as we could geijs orne fa itly considerable bits of the 
rods square fixed we did not very much care what parts they 
were. But now we have got a fully adequate st^rt, and we should 

consider a plan of oampaign. In general what we want is tfeex 

most 

BalaituiaxHf ^thxmxxcrihsnpraiTBnc to have scoot® of the letters of the 
rods in columns 'jft, p ^ ijf* p p 1-^tr, t, tr+ Of *1- r, 

+* fri of which any number /rpy ooincide, srovidad are 

noniof them 0, 

xxsoaxEraasx: ipcjtx If we then find the permutation which transforms 
col. ^ into col. ^expressed in cycles as on p /*> or p 2 .y , 
and similarly for col.f+r end K A-slide of \T on the 

diagonal will transform thdsvinto one another. We get further 
information about a slide of K on th^e diagonal by finding 
the substitutions that transform col, i~ into col, i~ + u f 
and col, tr * ^ into col, i, 1 *** U*K, Between the two sets of 
information we should have enough to reconstruct the diagonal 
(unless IT" 13 and as long as the bits of rod ere not too inoomple^ 




In tlx^e present osse we can take th_e columns c,d,f,g,3,k; 
giving them the numbers 3,4,6,7,10,11 instead of the letters this 
corresponds to 'j* * 3 , 6y * 3 , ^ , u v 4- , t*v ^ , In order to 

get these columns* -e look on Figji^for sflytable hynotheses to work 
in order to add in the extra columns. These hyDOti^e^es enable us to 
write in extra letters in the Fig ^./annd we continue toivrite in 
letters in tnis figure until we reach a confirmation vm 

XKHKhx or a contradiction. Until we reach a confirmation it is 

as well to differentiate the letters th^at are certain from the 

* 

rest. The hypotheses that we aotually used were : g un kg o <>hto g 

ft 

IQ=SE: ginto k XE=ND, After a considerable amount of work our 
t r ial rods look like Fig 4ft. The lines crossed out are ones that 
have been amalgamated with others. We now think we oan start to 
look for the diagonal, and therefore make up the nermutations 
transforming c into f, d into g , f into 3 »nd g into k. The notation 
is that of p I ^ f except that we are mostly unable to complete the 
brackets, an^d leave dots, 
o into t 

, . .DCYQFVJZTAXHIN. . .SGDPR. . ,KE. . ,LUB, . ,M. , ,W. . . 
d into g 

, . . KWCM . . .ANSY. . .GLIJ. . ,TUQ. . .DFBXOR. . .3JTSSV. . ,H. . . 


f into J 

* • *Q,0TK. . .UmSR, . ,BSZW...PFA,..C3aM., E. ,.L. 

g into k 

, , * USD 1 1 • { £HDL ) • , , KF , • , TYHZ , , .MQBUWURGr * ■ , PA • , ( . . 3 , . . 0 , • ,V , 

d g 

We have now to write tl^p c into f permutation over the ±t 1 into 1 

permutation, end the f into 3 over the g._i nto k in such a way 

, 1 i 

th8t Uus a given letter in gin c c intorSs^B f into 3 stands over 

the same letter in f d into g^and'g into k. To get a start on this 

) 

observe the configuration of the ringed letters. This suggests that 
we arrange the permutations in this way 


DCYQFVJZTAJCHIN 

EEBXOR 

fl 



This is further confirmed many times, and we get the permutations 

arranged like this 

(DCYQJVJZTAXHIN) MSGOPR 
( EBXORMSYGLIJD ) KWCMTUQ 

(YD) QOTK UHJUGRCXIMPFA 
(XE) OTYHZ INDMQBUWURG 

giving us the partial diagonf]^ slide of 1 

. . ,BCSZ. . .EDNJIHK. . .LXYTOQRF. . .WMGAV, . .DP. . . 

Z must be followed either by SSSrfftbciir E,L,W,or U , If it is 

followed by U we get .. 

LUB 

FPZV 

and the diagonal slide as 

( BCSZUPL3CYT0QREEDN J IHKWMGAV ) 

If Z is followed by L we h^ve the bits 

MSGOPR KE LUB W 
KWCMTUQ H EPZV 

to fit together, which we find lx ixa 

xxxoixard, oan only be done like this 

(KEMSGOPH) (BWUL) ( KEWLUBMSGQPR ) 

(HKWCMTUQ) (FPZYp or like this { HFPZY KWCMTU Q.7 

giving the diagonal slides 

(EDNJIBK) ( • * . ) 

(UP)... 

both qjf which are imuossible. If Z is followed by W we have the 
bits 

MSGOPR KE W LUB 
-KWCMTUQ. ,H EPZY 

which fit together only as 

(KEMSGOER) (LUBW) 

(HKWCMTUq) (YEPZ) 

E 

and as before the K configuration makes this impossible. We 

cannot have Z followed by E because of the imnossibility of 

.riV. k* trv** 2* 

fitting KE onto , The diagonpja) is therefore 

H FPZV v 


B CSEUPLXYTO QREEDN J IHKWMGAY 


After the previous examples that have "been given it is hardly 
necessary to explain how to get the uprights of the various 
wheels after this point. The upright of the right hand wheel 
would he obtained by rearranging our bits of rod, and the middle 
wheel by the method described on p. 1 $ . With luck we might find 

other messages on the same day with different L , H • W « nos it ions 
and so find the L.H.W, upright. In the case that the Umkehrwnlz 
is movable this may be rather trioky ^pMMea ln 
such a case* there are probably no Steeker, ana we should fce 
able to solve othdr days by single wheel processes, with the 
known wheels in the R.H.W, position, p nd hone for the unknown 
wheels to occur in the M»W » position. 

In the example given above the diagonal is actually ABGD,., 
with Stacker, We might have £beb had a hatted fundamental 
diagonal with Steeker, and of course in such a case we could 
not have said what the fundamental diegonal was. We should then 
have had to wtxsxoqixthKX proo^d to try to solve other days 
keys by spider methods, without diagonal board, and assuming 
temporarily some arbitrary d ie gone fundament* 1 diegonal, and 
non reoiprooal steokering. With two or three such keys we 
should be able to find the actual fundamental diagonal by 
comparison of ti\ja steokered diegonal. 


H 


a b *■ d i. 


u : 


u / 


It Q 



t" u k A R f- y T it n ; 


$ t -j/v n /< S i T 
n/& T R fr /v S 7 


yi* u 

o c ft 7 


r v 


t~ -j 


t- 



{- \i Z x /9 

4 r u~~t~ & 


S J. V 

c L" r- 


R jf\M ^ 3 ? n fv\v A t & T 9 o q v" 

. ^ a t~r» v o /v v 


i* 4 /^ 7 * 


*7 * 


/VS ? L <L t 

o $ l. o x f? 

3\P v z /< 
4*7 v o iv Vo 


f 


n S g n 

/V /V v 


fu\j 7<s s z. S 7 V /< 

v &• 

<h r\ Cr v 4 f t 

Ay ft s v < *-a x /r 

ft- u 

.W r f- «. iT 



f 7 s 7 ffc\u a b ? v 

LT\iy AjJlV s IV u u & 



l 1\ 9 u ufo Y 

«— 5 ■ 


|7 * 

X r /V 


G\ y */ ^ t— 

s r a i C' m r 

1 \s 


W S y T Z. 7 T S x /V X 
M t" 4' 7) l" w- t^-r 7 Z- 


4 7 


li 


Fx^ 33, f a*J<4 i* MTk^u . 

Jgfouj, o-ivtf’Vi A >i* ynK-otAJi-M i^j'Lb (Jl*d j &+*& /C ^f- 

IhmJ^ faul0^hZ^CL*4 f e<\+i i &** +l4 % k/< A*^~****i 

$* fb-rkus j J U ^j Lj/ CTtnl^ , 

7W ujZ+±nJ r*> Sum*. -f**~ACT 



u 1 




ffjw T ft n rv s r o c 

0 | ^ c t n iV 1 1 & ^ V H f t- L & C N | c Mf^v 

ft i/f ir I s \y v uvut~uv&lk~J j it r ' 7 3 j tji > \j . 

iiftmjri-rir 




55 


) 




CL Is C (L L 


{ i * ‘‘ / 

2. w ~ * z O 


Cfi I 1 u £' 2 
JTA. 3 $ AT" 2 



2. ^YAq 
V OAnJV, 


w % 

/V L> 



f/ V v/t* A ft J 


ft o i 7 
V I l< ■*■ 


»/; 1 1 


4 # 

!*■ J A* A. O 

f <y S (■ 

y ft l • l*“ v 
/" iv x m /y 

* '• ^ v d 

/*>7* Bty 


f a/ryv | 
u n\ fr- V r 

w 


t r- t+ i 


v u u r 

/t)i 4 

:il|j 

V y Z |h-t_ 

v U £ $ C 

$)HJ 


“ tr- fcr t* ^ 


7 * 



/■s <f* 

£ V 


') 


3 v ^ 3 c o 
&■ ft f K * /v 


S TV v 
/v z f 


0 N' 1 J L- 

«A l) u 



v^£yyfxftv.J 
“i c/ n w vT fi~ f< t/" it- 



<n J /v A , " ft 

n < r|m c; 


u l. & 3 3 C- ("i 



Z ' W £J u x u 


(a z 3 y c ^ | r vA c f o v | r os i 

$ V ft * TV v f f (ft/ ,L T fK j Sj o tv sj T w I L r r n t- u. 



v 
n- 3 


fVt 33 ttJr* 


*+1 


V 






a b £ el i 




yXv x v 


u J 


U+. V 


MT-VW 9> W6 





f V 


-5 i~ 


u. lT <-r- Y V x 


a / ®\/v v y f <h t p uAT sr H- 7> v ? * v [C\ ai w e $ z 

u tf tv/ / - 2 A /jv s 7y5 /■ sT Jo a. /* 4 nU/J if\t/j t s t 


! /<J ^ C n i‘ 
l z (*• x ? X M 


A /V z j ? V 7 y /\ A | 2 .A\fV_S /V n 
X S yT /’“/v 3 >/© ft 7 n (J— /V ^ ^ 

ft I. < 3 -,,^ Af p V/ -jt — 0 C N. iff » * t? £ — 4 — W— j¥ — e— t* — fa J 


ru 


— (V 


n « f ' *-“1 — 7 A ft,u f> t* ' 

jr ! a~\ Ok / 

■ no/^7/r 



-r * . ; I 

c x 4 c r 

? i~ w is s r v p y v 0 y * I 


c 

n 


A ry aj i xv 7 % v 
t |*-fl n I n Q S 3 7 ^ * 




12 ud- , 





u a 


* t'fh 0 T 

o s jk ) * w 


// u T Z. | T S T Z 

/✓w- y l l Hj/ t' A t' 


V ft- jV | 



7 * 


4 t 


W kT *it ^ J 


^ /t *? v n ts J y /? / 

R /< o K T £ if / /V 4 /v 


n c/feV u rf i- T tv J“ g (v/laYc 
|i tfyv F i ^ i‘ Y 


f * 

C K/V 




J 

/I \ R , W; R 

XiX/ <? 


I 


t v/UYc | o y <, n | 
iT\y>v f ' <f 3 c* I 




f- v ? & j//MA^ & / 
Y v 0 L R if'.'l /+x 


£ n * n 
A tf* <v 





R n y ^ u X /U\ l\ 
o tv (h \ty u P k* v rt- 


f'- r m i & fr w A w c J" 


f 


r v * x x o a u/ 1/ a c- 


H ltd hfcz n /<■<* <h?S a wAf- « 6 tf» R 7 | 5 

w- #73 (rjv V ^ fi-/* a t*‘ U Myb T XoXAlIV 


ns d ^ ^ c u 
2> rt* (v/i u/fr-rv 



ft <h *S 


ft * * > ' n tj 1 v i s- fl f < u 
\ m < (i v * if , ■ fl * r 
4 £ 7 iir p-V-f. 


-j 1 a. — e-rt — tT v 7-^ — if t. 4f' 



t/kr^ o | f V I ? of tv.. C 

l V ff V4 W V t/ (V A 


I 



n y s f c H- 7 x 



^ y r p 
I ft B 1 


<n 



|K 


r-^33 <jr 





£ W/V A All/' 


/ |V J II V £7 a /( 


£& 33 tv^ 





3 % 


/4 1 / V It V 
i * l t* t r v w n 


c sT tt * cp n 53 r 4. 

fij 0 / fv ^ V tv Gi /K H Is' 

r\ 

k. H o r* 7K /i 0 
1- A/ {"' t- M ( y/i. n 


Ifi fl /< / < T 1 S t" -y— trit ■ j* -n-tf v-rt *T v '■) 

Mr-tsT ¥ - ( i* I V {. c ri MY y 3 0. f-j-y g <r -fr tr 


"i.si <■/ v v 
v 7 ^ r 4 - 



a h 


* *■ / i 



5 t*- ft y/ c 

7 * 1 . Af> 


* | «T ft. ^ 
|V i- f 1 tj u" 



a. e 


i*. * O T> *y K 


v G H/ %f k © i v i A cs; 

7 ft / w '/) K I" k‘ v T r 

» V l * T y( 

tf n % k/L J 


* r | T ^ j z ra 
a ^ I ft ^ ri r i 




u tr ur n ~ <J t 


L# Pf% V 

* w 


r- i i> Mu ^'Hn, 

(f-s trh, 9 , tn vU ■ 


rnt 

r i » y * y c* <s /S %] *a w. u ut jv i * 

/ it uU-yulp- ! ir* y ^ f v u t w 


Vc V P M i'l V 1, 7^ C fit <* 
If / r~R. /f-iTtt a fT S /t I n n r 4 


<< fl o v ? ? ^ * ft ;* f 

£"~S (ft |T"R 3 iTT* ; ysj tt 



f\ ^ tt z, ? r WfW ? fl- 7 . *\n 


<-n <v ^ n 


/- % or'^ tf, ryx © v 

> y /y v i v u 

*« 



y r v n n * 

rtts ix ; * 


i* v r /) m v i'U 


3 U 



a y.wivi 


iS 


u c f y y v i £ ft r u 

& 6 i at y WtfW 
s 2. u/ v-vluju 


if 


Fn 13 t*y 


•l SJ 


/s/ 




ABC 

D E F 

G H 1 

a 

J K L 

M 

A 

B 

C 


LS H* il 

El C'J 

R Htlrt^k 

fid If i> 

ts 

is 

£n*. 


D 

E 

F 


[m 

*b. JLjrJO 

iv 

N 

ncJ 

•lE 

* 

vs cart 

** vL 

<v~ 

v>Y 

G 



ti 

WlfS j# N|J 

ut 

H 

\ ' 



RT 

tri 

it* 

<v* 

®r 

to 

tK 

oF 

yO 

- 

J 

K 

L 





ft*; 

yO 

1 

A* 

>K 1 

M 






N 

r o 





1 

p 

Q 

R 





1 

1 

4* s 

T 

U 






V 

w 

X 






Y 

z 





j j 


ABC 

D E F 

r-^sr 

G H I 

J K L 

M; 




Hit 


(VT- * o 2 - %V 

NZ *■ OC- 



n 



(L v^hs j 

frv - TX * 
l 

1 ~ yv — jfh — uft- 7) ^ 
*$ - rMw I 



o3 p .O' ^0^ ^0\4^ c>if^ 

r — . r 1 — i — — r ! i v . — —r : r“"+- ** ~r — *: — ^ — H~ ■'T— — ; — “T 1 r « . , — 


u 


Uk 


s b_i s 3 to 


i raisiti- trApitflbiifx 



b (Thh L 



£ K g g-fr5- B 


XX 


1JL 


5 lojBqfO 


U M W&M. 


AJ T0toJpa/322* 2&M& 




_L 




D 

V 
s 

L 

K 

t 

Y 
r 

tr 

M 

X 



6? 

if 

k 

Y 

f 

a 


'i 

& 

R 

Z. 

IV 

n 

F 

X 

V 

J 

n 

w 

S 

N 


♦ 

t - 


c*U 
(/V,k ft 


* 


Xt' - */£) 

' r f 




3> 


t*- 

i- 

3 

1 

t> e 


7 


i 

P 

X $ 

| 

i 


c 

X , 


z • 

i 

h/W 
'G ^ o' ■ 

C 

0 * 

y 

) T 

? 


f< 


> y c‘ 

V ft 


T 




‘r «. 

ft L- 


0 


w 


VM 

* 5 

.? 



<r 





H 


G* 

| - 

^z/f 

T? 

k 

N 


T* 


Y> T 

u 

ia 




* 

11 


Ftf- k-l (a) 



J 

r*- T 

*— 

v/ 




- . 1 



— r* f 


W 

fc 

Oi 

4 


ft 

0 


l 


*r - ■ 



o 


a r- 

Pg. «;4I(J.) 


in 


rinding n-ew wheels* Step Ire " knock-out 

So far we have been dealing with the problem of getting out the 

oonneotions of an entirely new machine, or one fcr which we know 

no more than th^js d is gone 1. There is another problem, th_«et of 

finding th_e oonneotions of some newly introduced wlueels, th— e 

old wheels, or at any rate some of thorn, regaining as welli this 

includes the o^se of a change of UMkehrwalz. 

The most hopeful case for getting out the new wheels is when ±h 

one of th_p known wheels oocurs in thje R.H.W, position. If the 

machine has no Stecker there is no difficulty. We solve some messages 

by singda wh^eel processes. This will be slightly more difficult 

than when we know the connections of the middle wheel, as we shall 

three ole four 

h sve to guess what is said in different tumnovers, However 

taxliHSxwkHjExts: when the R.H.W, rod st'-rt hps been found from a 

guess in one turnover it does not take *ny tilne to test a mot nrebable 

throughout the mes age {the rods on which the various letters of the 

message occur oen be written down onoe for'* ill, »nd the mot probable 

punched out and run over the inverse oblong). For simplicity let us 

suppose th^at we have read the message* right thorough. We then h_rve 

the couplings in several laaxxirr consecutive positions of the middle 

wheel, and can apply the methfcod of p SB, 29 to find its upright. 

In th^p case that the machine has Stecker we nedd rather more 

data, and verymuch more patience. The sort of date that one needs is 
1 26 
a crib of length about 70, or else one of length XS and depth 2. The 

trouble about cribs without any depth is that ode uses up the- 

a great many of the conste tat ions afisx between each turnover in 

determining tbe coupling. 

An example is shewn of itas a orib of length 18 ai^Jl depth 2. 

This is to be regarded as one of 

greater length which has be n cut down to allow for turnover. The 
text of th_p crib is shown at the ton of Fig t+%, , Xhsrsx&XE 
s-axMXxlxh 2 . 1 £»ksixi:axx±itxxlg; We are taking the worst onse of 13 
Stecker, There are several helf-bombes in the orib, and we decide to 
work with TW, We have to make 17576 different hypotheses, 

£app) corresponding to the gg possible different places on the R,H. V 
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and thf possible different ’Stecker values’ of T end W, Any 
assumption as to the Stecker values of T ahd W acttrora implies 
two rodfpalrin gs, and when we have set these rods un we can look 
round <md see if the-e are any other Stecker which "re consequences 
of the rod pairings »nd the Stecker we have °lre-dy, Any new 
Stecker we find nry allow us to set up more rairs of rods. So we go 
on until either no new consequences oan be drawn (this may be rather 
frequently the case}, ofc there is a contradiction. If there is 
confirmation and afteTwards we can dr 1 w no msx further consequences 
it may be worth while bringing in extra hypotheses. 

In the actual working it seems best to set the orlb out as kn 
Fig kX> , so th 6 1 the occurrences of any letter can be spotted at 
onoe. We write the Stecker values of the letters in pencil on the 
right? possibly on a separate sheet which slips underneath. In brder 
to avoid bogus oontv^dis 1 ions we oover up tl\_,e const" tationf with 
shirt buttons as thjoy are used, Fig 4,2, shews thjs working for the 
correct hypothesis W/S,T/fe. The Covered’ letters are shewn ringed. 
In order to Shew how the working was done the steps havebe^n 
numbered, the number being put against the confutation used and 
also against the Stecker values or rod oairing- which resulted. 

The work as shewn is not quite complete. It is possible to go 
further and get the Stecker values of "11 letters exceot D,X . There 
are six or more confirmations. 

There are a number of other possibilities be s ideaWorking from 
a half-bombe. It depends largely on the number of Stecker expected 
whloh will be the most profitable. When the number of Stecker is low 
(say 6) it is probably best to try half— bombes as unsteckered and 
to look for elioks which Irve all four letters unsteckered. 

It seems unlikely that this method will ever be * polled, curtly 
because of the difficulty of obtaining the right kind -of data. 
However much the s^rae raet£oi a oouSl' be^pnlied^ith date of the 
kind that arises with the eir enigma, SfetXSx on_e may find the 

tel lung by Heriveli^mus , and also have p certain number of 
oonstetions -t known window nos it ions arising from CXLLI s 


The wheel order may also be known from CILLIs more c or less 
accurately, tt We now make up rods giving, not the effeot of going 
through the R.H.W. butjthrough all three wheels, and with the columns 
not corresponding totfcs all possible positions, but to the 
pcs itlons where there are known oonstatetidras , and use them 
instead of the ordinary rods: there is no difficulty about T.O, 


Identification of wheels 


<! 

t>3« , 


When one has found the connections of a whe^l one natuefcally 

wants to verify that it is not one of the wheels used in some 

other known machine, A convenient way of doing this is to 
class of 

find th^e; substitutions which transforms one column of the 

rod square into thjs next (see p lyou ) , Thus the class of the wheel 

found on P 26 was 13,8,3,2, 3bgxfc3raxa XA a. lt . gf . ta rn r ffririraliT an r fr'r This 

rod 

Class' is independent of what point of the xfcixfc square we take 
to he the top left hand corner, p nd so is an absolute characteristic 
of tli_p wheel. It even fcemains the s^me if the wheel is used in a 
machine with e different diagonal. In the case of an Umkehrwslz 
we oan ftxm the class of the substitution consisting of going 
through the U.K.W, and then sliding one position backwards on the 
diagonal, A list of characteristics for the k own machines is given 
below 


E enigma 1 w ah A me 

Railway machine 

I. 19,7 

1,24,2 two a pa rt 

II. 14,12 

II. 12,8,4,2 

III, 10,8,5,3 

III. 14,8,3,1 

U.K.W. 15,9,1,1 

U.K.W, 24,2 

Servioe machine 

Comma re ial 

I. 13,6,4,3 

I. 18,8 

11,16,10 

II, 19,7 

III. 7, 7, 6, 6 

III. 12,9,4,1 

IT. 11,11,2,? 

V , 9, 9, 6, 2 

VI, 24,2 two apart 9, 8, 6, 3 

VII, 12,5,5,4 

VIII, 24,2 two apart 22,4 
U.K.W. A. 9,8, 4, 2, 2,1 

U.K.W. 22,2,1,1 

B. 10,7,8,1 


C , 13 ,8,2,2 
7 
3 



it* 


P 


gft&pter IV. Single-wheel processes . (Unsteckered Enigma } 

We no ■ suppose that we know the connections of the machine, 

and that there ere no Steeker, This practically presupposes 

that we have already read some of the traffic, and therefore 

that we know something of thje probable words ±sxx>± used, especially 

at th_£ beginnings and ends of th e messages. Suppose then that 

fc W KV 

we think that a message storing FKBJ1 SSqJIy 13BP^K3C beoomes when 

deciphered DANZIGVON.. . Weshell h*ve to take several independent 

hypotheses as to which wheel is in the R.H.E. position, unless 

otl^er messages for the day have already been solved. Let us suppose 

that the purple whe ,: -l is on the right, We(shall then have to Make 

£6 separate hypotheses as to whet rod position the xk message 

starts in, tfkscaxwexH: x« xkxyisLgxiapt xthsrxhypBt k x.« s is x fchakxiJwx 

ira^afcsKkxisxatxraitx^BsttiBiixSfix , We write the message out in guage 

with the rods, and when trying out the hypothesis that the 

pre -start is at £6 on the rods we pilck out the tods starting 

F F 1 

with F and D and lay them with D under the D of the message 

* 

and crib as in Fig k*i> , We find on the rods at position 4. 
t i which implies th et the Z of DANZIG should have been 
enciphered as W instead of J, or else that there was a turnover 
between the D ahd the Z , As we do hot think this letter 
^ alternative very likelyjtve go on to the hypothesis that the 

pre -start was at 1, and this also gives us a contradiction oh 
else a T.O, So we go on until we try nre-st^rt at 4, When we 
set up the pair of rods that gives § we find that it also gives 
us V,/and when we set up the pair giving I we get also 0, This, 
BEikax together with the fact that there are no contradictions, 
makes it practically certain that we have found the right rod 
start. We can then decipher a few more letters of tte message, 

assuming th ere was no T.O, In this way we get 

rt. is/ 

DANZIGVON.ANNUft. suggesting the decode DANZIGY01IMANNHEIM, , , 


with a T.O. 


o e mowhop e between the TJ + h~ 

H f**' £ /J, 


w 


MANNHEIM . toMT mrtiy t ha fiiii rtt w In order to decode more of the 
message we n fori ttiftw tin wirtoir can slthsr try using the three 
couplings after the turnover to reed a little more, Thi 3 is shewn in 

Fig fas ' • Is not possible to fill in the intermediate letters 

1 

and we have to find some oth er method. One is tojtry decoding after 

the T.O . with various assumptions about the which wheel is in the 

middle position, and what rod nosition the M,W# is in. We shall not 

actually need to do the decoding for each such nos it ion, a 3 a 

very large nroiortion of the oossibilities is immediately 

eliminated by th^eflM aljithajce known to 00 cur after the T^O. 

In fact we have the seven counlings ku, en,:fby,^n, ay, td ,vh ^before the 

T.O. and Vbe tteratwx tw# oa , le after it '-noar- i blT i r " 1 b o~ %w , 

We kxb-x ' x k could treat these counlings with res^eot teethe middle 

whe 1 In the same 'way as we treated the original crib with 

respect to the right h_and wheel. However it is not really neoe scary 

to get out th_^ rods. It is easiest to work with th _p rod square 

-nd for each possible position of the middle wheel look and see 

what ooupling before the T,0, is a oonsequence of oa after the T.O, 

For example there are tlr bits of red rod 

12 

m 

YO 

and therefore if the mes-ege starts in rod position 1 for the 

middle wheel the coupling mv must hve occurred before the T.O. 

t Jcjc olour 

in order that oa may oc^ur c fte' it. Consequently this moslTjfonl 
for the middle ■"heel is imnossible. That the middle wheel rods 


can be used in this amounts to nothing more than that they 

con be used in decoding in the way described on p. 14,15. In this 

way we find that the only possible positionx foifche middle ivheel 

is 

^ifxxsvti KiarxrantwSixFcni! x xxftx xxKvxxiixxint red 11 , and we have 
for couplings after the T.O. yg,uv,jct ,hh,ws ,om,el ,oa 

from th e first to the second T.O. reads 


YKXUZtL RBZ 0$V tTKYLDKBKRDBS 
EM, GAN .A .MEETOTER . IT. . .E. 


y* 

6t> 


We cen fill this in to read, forthe whole message up to thispoint 

^■BtiftiYmTlftnnifajirrT DANZ IGV 0H14AHKHE IMS&AHZAEMEETOTEHB TT WJyfflHgffT. # 

The other couplings ixy rf,jz,qi can now be read off the filled 

altogether we now have 

in letters, and thixxgixasxKx the ooupltngs of the M.W, rods 
qo,er,ab,sx,SKi;f jw;^|r#3t'*ytl^l,hJh We can decode as described in 
Chap IX,’ the two remaining middle wheel couplings will soon be 
found. 

We might of course use either the middle wheel couplings or 
the righj; hand wheal couplings to find the position of the 
L.H.W. and U.K.W, and we oould then do th^e decoding on a machine 
instead of on the rods. Methods for doing this will be described in 
the next flhepter. The rest of this chapter will be devoted to 
methods of brightening up the max first parts of the prooess. 

The inverse rods 

Instead of picking out the R2H.W. rods and laying them against 
the crib as in Figs 43,44 we might write down the g gntjem^ mc rod 


couplings which ere consequences of e*ch of the c onsta tat ions , thus 
whefa testing p re -start 26 

Yjsssrssgti 

DAIJZIGVON 

omuq infills 
wjsonmyi^ 

The contradiction which we found before by setting up the pa ir ow 
n_pw shows itself in the form of two oontradiotory oounlings 
ow,oq. In the case of ore -start 4 we have 

fksjttqky 

DANZIGVON 

uptl^ufty 

kedwfnkfe 

and our confirmations (clicks) show up as repetitions of the 
couplings uk,^f. If we actually did tl^is we should lose time 
in comparison with the original process, but we can actually get 
all the couplings in the different positionsjby a more nechanical 
method. 

We have the lines of the inverse square (p /0 ) written out 

* * 

on rods in double length, celled * inverse rods'. We 
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pick out the mats inverse rods named ^fter the letters in th^p 
or it, pnd ley them down in nairs, stag ering them backwards, This 
is best seen in Fig 46 . The various columns in this set-up 
show us the various rod couplings which ere oonsenuence 3 of the 
crib end Various hypotheses as to th e pre -start. In the figure 
the - pre-starts h ve been written along th_js top # but this is not 
pert of the ormal routine. With this method we can easily see 
contradictions whioh ere independent of where the T.O. oocurs 
e.g. for pre-start 1 we have the couplings wi, wl,jl arising 
from the crib in that order. There must be a T.O. between the 
wi end ttt_p wl and also between the wl and Jl, which^ apart 
double T.O, i is impossible. 

Masks 

Th ere is another 

ShSEffiQc method whioh gives essentially th e same result as the 

and 

inverse rods and seems to be a [little quicker? to require rether 
les^ permanent spiiaretus. We need to have th e inverse squares 
witten out with pert of the beginning of the square repeated 
agg^in at the b e g innin g , and in rather small letters. In order to 
work a particular orib we take some pap^d) in gj^ge with the 
inverse oblong and write the diagonal down th_e side of it, and 
ME tahwr3E x±?&?v £ x xk IsigadtiHC fc o h y xKbxe is BXXoatiQEX rwTtnr wrrTb>! xximranpccthsx 
isrEJsjtix write the crib along the bottom. Then for each letter of 
the orib (either code or deoode) we punch a hole ittnurt in the 
column in which it oocurs, end in th^e line neiped after it 
(Fig 47), We then move this mask over the inverse oblong. Each 
portion of th e mask corresponds to « different st^rt on the rods, 

Th e pair of letters shewing through the two holes in * column 
give th e ooupling whioh is a cohsequenoe of the constate t ion written 
in th at oolumn(Fig 48), 

Another advantage of thid method is that we cen test all 
colours with one mas£, This advantage cen however also be got by 
making inverse rods with all the colours on one rod. 


Charts. 


7 ^ 


When we want to try the 'same dedode for xaxs a great many 



different messages, and perhaps for many different nla oes in the 

to 

same message it may be worth while A make special statistics for 
that crib. We e r -n make statistics of the positions in which there 
will b e ’clicks* , There is quite e problem as to the farm in 
which the statistics ought to be presented. I will describe two 
forms which have actually been used; named after the principal 
cribs for which they were made. First however I must explain 


the terminology I shall use. Let us take for example the crib 
XBRIE3SEIXX fitted onto a part of the message AEIRCMTWBZJ. There 
is a click e s shewn below 


19 £0 21 ££ 23 £4 24 2d. 12 3 rod nos it ions 

ABXRCMT/ff\/B\ZJ message 
X B R U ELS 3 EWL)X X crib 

N V Y L C 0 T !W Bf P 0 rod 

D G G K W C U \E/\l/ A B rod 

r*% u. &) 

As the oonstatation^s of the cliok are consecutive I shall say that 
the ’olick distance’ is I. W is called the ’first cipher letter* 
end B tlv_.e second cipher letter, E the first a n d L tij_e second 
'crib letters! As the first letter of the crib comes *t rod position 
19 we *Ki± say that the 'rod start* is 19. As th e first orib letter 
E is^the elghjth letter of the crib we say that the crib position 
of the click is 8, 

PERCOMMAEDiU^TE^oharts . 

This is the nerfeot form of ohsrt for use wh^en the dcp ition 
of the crib in the message is known exactly. The clr^rt has several 
major divisions according to the different possible first crib 
letters. Each of these major divisions is further divided into 
lines labelled with the seco^nd crib letters, and oolumns labelled 
with the first cipher letters. In the x gB.iK.ng resulting small 


rectanjl.es r re written, the sec on d o in her letter end tie rod start, 
Tims th e eighth nr 5 j or division of p PERC OMT-dANDANTE tyoe ohart 
made out for XBRUESSELKX would look like thid 

A B C . . . W . . . 

ESl B 19 

E ^ 2 

E 2 * 3 

all entries apart from the one corresponding to the click shown in 
Pig 4 ^ having been omitted. The l s ttor» written above *=n fl tothe 
righ t of the letters in the rhemes of the rows distinguish between 
different occurrences of the s^me letter in the orib. By "‘Titing the 
message downward in guage with the lines of th e ohart it is very easy 
to see the possible clicks. We note down thja rod starts, and, if 
we find one of th^em repeated try it out by th e method described at 
the beginning of the chapter, 

BRUESSEL tym charts . 

These have the advantage over the PERC OMMAUD ANTE type charts 

th^t one can investigate ell possible j^itions of the crib in the 

message without doin^g then all in ^Jlepaiadently, but it h^ps some 

jmxcESEXsB±±Hgxatix counterbalancing disadvantages. In the form in 

which they were made for the Railway treffio an three oolours 

were put oartacca together end there were sene rate sheets for the 

different cliok distances, I now think that it might be better to 

separate the colours and to have three or four click distances 

on a sheet. In any case the sheets are further divided into 

lines according to the different first dollar letters and the 

entries in the linesxre oonsis t of the seoon,_d*oipher letter, 

the rod st rt and tho or lb position of the click. Thus the olick 

shewn in Pig Jt*Cj would be represented on sheet I in line W by the 
8 

entry B 19 in green. The chert is usually used one sheet at a time,' 



the message is written out with plenty of room for entries below it. 

Whilst using sheet I xsxiDok for e^ch letter of the message wg take 

the corresponding line of the sheet e nd looh in it for the letter 

which comes next inthe message, For each suoh entry that we find we 

Ttrg Viinriniry iirint iryTT anrrfclmE enter the rod start on the message under the 

letter which corresponds tothe first 3bna£xfii£50fi letter of the crib. 

We know where this is because the entry on the ohart gives the 

or lb position. When we get txa the same number twioe in a column 
out 

we try A the corresponding rod position Bnd position in the message, 

A possible improvement of the lay out which might combine the 
advantages of the PERC OMMMNDANTE and BRUESSEL type charts would be 
to take a fairly wide oolumnfor each click distance, all the 
columns being th e same width, ntxtaftxhKOE instead of having 
separate sheets, and to make the lines fairly deep. The message could 
then be "ritten out in gujage with the oha^t. However I am afraid that 

fc'AKc 

this might tack both chart and message unjwieldg, AMtfcsrxwossibisx 

improvement WBKidxhexI oAn alternative possible improvement would 

c ipher 

be to lL_rve separate columns fcr the different second^ letters , 

This would also mean having rather large charts, because of the 
great variation of the number of letters that would have to go. Into 
a reo tangle. 
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Making of o harts 

Although there is so much room for variation in the form 
whioh a ohart can take the manner in which they are made is 
fairly stereotyped. Th ere are two kinds of olick to be catalogued, 
cal4ed' direot' and 'cross', Direot olioks arethose in whioh both 
letters of the crib oocur in th e same rod. Both clicks in Fig 44 
are direot olioks. Cross elioks have one of the crib letters on 
one rod and the other on the other, 

W^jsn cataloguing cross olioke we m«ke 86 niotures like Fig SO , 
by writing the crib diagonally and filling up a square with rods, 
and finally oopying the left lower half intothe right upper h alf 
symmetrically aoross the diagonal. The different pio tunes 



corredpond toMifferent rod starts, Eaoh square above the diagonal 
gives us an entry for the ohart. The lower letter is the first 
cipher letter, and the up '• er is the seoond cipher letter. The row 
gives the click position, i.e, with a BRUESSEL type chart the 
n umber in the ’index' position. The olick distance (i.e. the she^t, 
with BRUESSEL type) Is determined by how far th_e square is from the 
central diagoxnel; in. the figure the squares oorres sending to 
click dlstfince III are ringed in penoil. With e HERC0MMA1TOANTE type 
ohart we should not use the diagonals butjthe oolumns. Some of the 

squares do not correspond to possible entries, as they could only 
arise from rods paired with th emselves. These wst squares have been 
orossed out in Fig ifD , 

For cataloguing direot olioks we he veto find all cases in whioh 
a f>air of letters on a rod osn fit with a pair of letters of the 
crib, e.g, 

i B H U E S S I X crib 

D G G K W 0 TJ 'Ey ij A B rod 

Each suoh case will give us 85 different entries in the ch art. 


% 

all with the seme oliok distance, rod start and orib position!. 

In cataloguing these either in a PERC OMMAW DANSE or a BRUESSEL 
chart it is sufficient if we put the second cipher letters all in 
simijer positions and only once enlerthe regia in in g information, 
for each set of 25, 

X-charts 

Sometimes one will find mease ( es with about 30$ of X’a in the 
decode. These can be got out by a 'majority vote* method, looking 
for the R.H.W. starting position whicft gives the greatest number of 

clicks if we assume the message to say XXXXX all through, 

* 

If there ere actually 30$ of X's there will be about 36 genuine 
clicks betwe n X's per T.O, : tkere will also be an average of 
about 0,5 apparent clicks arising from letters which are not X, 

giving altogeth er 2,7 clicks per T,0, with the correct start. With 
the wrong start we have one bogus click per T.O, If we do not 
kn o 9 where the T.O, is these figures have to be modified. In the 
righ t nl^oe we have 3,7 clicks per length of 26, ^nd in th e 
wrong nla oe 2,0, 

igA^gxB xhyxTgz rag. With X-oharts there are less variables 
involved then with ordinary charts, as th ere is no question 
as to wh ere the orib should be set agBinst the messpge. The 
variables involved therefore ere the first and second jct±8kx±! 
cipher letters, the click distance, and the rod position ofthe 
first cons ta tat ion of the click. There are two ways of setting the 
ohart out, one favoured by Kendriok and one by Turing, 

With Turing's form of chart ihaxf ixxxxtf inks there are 26 lines 
named after the first cipher letters end 26 columns corresponding to 
the possible click distances. The seoond oinUer letter an d the 
rod position are entered in the square, °k R rt c*n be used by 
writing the message out in gauge with the chart, and nutting 
each letter in turn over the corresponding letter in the left -hand 


column which names the lines, end looking for eeoh letter h! 
among the next 26 of the message in the square of the ohart 




V 


directly below it, 
iEtiKxxuxxttosxst In noting the click down we saJLaxxlhs calculate 
th e implied rod start of the message by subtracting the cos it ion 
in th e message of th e first oipher letter from the rod cos it ion 
of the first cipher letter, i.e. the number in the square. We 
enter against this rod start th e position in the me- sage of tte 
first cipher letter. The rod start with the greatest number of 
entries against it is presumed to be th e right one. To *sts± read 
the message after we have found th e R.H.W, rod start we can 
try setting up th e ro 's giving the clicks end see if this results 
in any further iden tifications, but this hardly ever gives th 
solution, The generally aooepted method is to take Kxmjmctty 
ntii the couplings giving the olioks and note down from a 
catalogue the places in whioh they could oocur, and then take a 
^jority vote'. 

In mekin g an X-ohart we can make a set-up like Fig W , This 

will measure 26 x 26 end xiilxdgrf agxxii. only one of them will be 

needed. It will simply consist of p rod-square rearranged with the 

X*s down th e diagonal. When me king th e entries far p particular 
value of 

rod position of the fifst constetation of the click (i.e. th e 

entries wh ere a particular number is written in the square )we copy 

in penoil 

down a line from the rearranged rod-square, starting immediately 

after the X, across the top of the rod square, and also the oolumn 

starting at the seme X. KhxJl The entry to be made inany oolumn 
then 

can be seen by looking at the top. Having made these entries we 
rub out the linear at the top and replace them with oth ers. 


7 ? 


In Kendrick's type of XGehart the zstmm names of the lines 
the first 

give 43ax bhs of the ciofter letters/ The columns ^tve the position 

seoond oi-nher letter and 

of the other oipher letter, and the entry in the square is the 


pesition of th e first oinher letterpczstxtkz. This form of chart is 
particularly useful when we have a hunch about the rod st°rt. 


Consecutive tables. 


In the second part of the nrooess, where we are finding the 

position of the middle wheel we can speed up the work by the use of 

consecutive tables# These are cf two kinds, forward and baflkward, 

and look very like rod squares. The letter in oolumn 18, say and 

row R of the forward oonseoutiva square is th e letter whioh 

occurs 4n column 19 of the rod with R in oolumn 18. The letter 
and row R 

in oolumn 18 of the backward consecutive square is th at whioh 
oo curs in oolumn 17 on the same rod. Like rod squares and inverse 
squares these oonseoitive squaares ‘have a diagonalll.e . oan be 
^lffel^in^From a single upright by writing * the diagonal 1 diagonally 
downwards toth e left. In our DANZIGVON example we oould h eve 
used the backward oonseoutives bs soon as 0 we hafl found the 
oouplings ku ( ep,fx,qn,ay,td,vh,lw before the T.O, and sw,oa.le 
after it. We should have laid rulers against the lines o,e of the 
backward consecutive square, and read off the oonsequenoes 
before the T.O. of havin g oe after it, in the various possible 
positions of th a middle wheel, and would have looked to see 
whether th ese oonsquences were consistent with out data. We 
sh ould then have repeated with ws xxixttoKxxirattiiix looking only 
at the positions consistent with oa. The forward oonseoutives oan 
bB used wh en the place has been found for reeding off the 
oouplings after the T.O, (although this is only a small advantage), 
or in a case where we have started from the end of the message and 


worked backward s. 


Go 


Chapter Y » Coupling catalogues 

When vj© here found the rod position of the R,H,W. end a few 
couplings for a message it is possible to find the post ions of th 
other wheels frofei a suitable catalogue. 

Short catalogue 

On e method is to try independently ellthe possible positions 

for the middle wheel. We shall want to know th e middle wheel 

couplings which are consequences of these various assumptions. 

This oan be done by setting up inverse rods for the middle wheel. 

The rods are paired off according to the R.H.W, oouolings, i,e. 

M.W. output, agrinxjgjtgsjQcx . This has been done far the the couplings 

ku,fx,ep which arose in the DAUZIGVQN orib in Fig rtr, assuming 
the red wheel in the middle. The pairs in each column of thacis 

set up give possible M.W, couplings. We have im±? now to find out 
whether these couplings are possible. Our prooedure is rather diff- 
erent according as the U.K,W. does ot does not rotate. In the oase 

that the U,K*W, does not roiate lit will be sufficient to have a 
(the rows end columns lettered preferably with the diagonal alphabet) 
Foss sheet wt-tto in which, in the RW sauare fckBmr ere entered the 

A 

position s of the left hand wheel at which the trmawi ing RW is 


the ’short catalogue* for this wheel. To use it in connection w ith 
th e DANZIGVON orib we should take eaoh column of Fig in turn 
and look up the pairs in it on the short oatelogue^nd see if all the 
squares had a number in commoii. If we found such a case th e number 
in the square would give the L.H*W, rod position, and the column of 
x±Ji Fig !f£ would give the M.W, position, Aotually the U,K*W. rotates 
for our example so that we should have no success. 

In th e oase that th e U,K,W, rotates we ne^d essentially the 
same short catalogue, but we arrange it slightly differently. 

In stead of th e lines of the catalogue corresponding to fix''* 


output letters they correspond to fixed d is t aces on the diag 


illustrate suoh a catalogue. The pairings are written above the 





one of the pairs in the L.H.W. output 



between the output letters. This may be seen from Figs which 


figures giving the positions 
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of th e L.H.W, In which these pairings occur, the U.K.W. (Ksfl 
understood to be in the zero position . Either form of short 
oetelogue may be raede by setting up the L.H.W. rods paired 
according to the U.K.W, as in Fig Bnd en* lysing the resulting 

pa irs . 

To understand th use of the sh ort catalogue when the 
U.K.W. rotetes we must xstlss remember that if the U;K.W. and 

L. H.W. are rotated in step the effect is a ijbtjss slide along the 

diagonal of the resulting naira. If we are given actual os irs 

for which the U.K.W, was not in the zero nos it ion we oen slide 

the pairs along the diagonal until we have pairs whieh would have 

occurred with the U.K.W. in the zero position. This will show un 

number * 

on the catalogue because there will be a Jsttxr in common in th e 

squares under these pairs xx. For instance in th e case of the 

DANZIGVON crib we found the middle wheel to be ixxxxx red in 

pr,ve ( hn,uy 

position It. This gives the middle wheel couplings 
as consequences of the R.H.W, couplings qn,uk ( fx,ep . These can be 
re^d off from Fig <T. although of oourse we should only set up the 

M. W. inverse rods in e case where we did not know the M.W. nos it ion. 
If we slide xxofinprayvfe pqpraqplnqpstykpr ,hn,ev,uy ten nieces forward 
along the diagonalwe get wg,mi,zf,ke, and in e»ch of the squares 
wg, mi,zf, ke on the green (L.H.W.) short catalogue we find the 
number 4, i.e. these pairs occur at U.K.W, 0 L.H.W, 4i consequently 
qn,,,. occur at U.K.W. 10, L.H.W. 14. Th e mechanical process 

would aotually be to take pr on the small sheet of the catalogue 
and 1-y it against ve on the large sheet. This automatically results 


in wg and jai being together and all other pairs of pairs resulting 

from sliding pr,ev along the diagonal. We look in the pairs of 

squares to see if there are numbers in common. When we find such a 

n 

case we have to loolf in a third square resulting from sliding hras 
It is as well therefore to have rulers in gauge with the 
catalogue to measure off the distances. Having found the righ t 
amount of slide forward on the diagonal, i.e. to th e ri ht in the 
catalogue we calculate the positions of the wheels from the fcrmulae 
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U.K.W. position = slide forward on diagonal 
L.H.W. position - number in square slide 

The Turing sheets 

The short catalogue should work very well when the Umkehrvralz 
rotates, and there is no information xtesra connecting the postilon 
of the U.K.W. with the positions of the other wheels^xsaxlda*. In 
the oase of a fixed U.K.W. we oen often make use of an analysis 
of R.H.W, couplings. 

The lay out of th e catalogues is largely determined by the 
special method xlLiatocix by which they are made, but it seems to be 
reasonably convenient in use. The catalogue is divided into sheets 
numbered 1 to 13. Each of these sheets consists of a 26x26 
square with margin at top end left hand side, preferably on l/3" 
gauge. Thxxxxxh e ra xn xjct iraxxhgxtsxx±gg:x±hxa ^ : dxx ±gx»WTsr-l-c 1:^,1 th e 

iaixttexa ag^i a iA.HH Xttexl aftxhaag 
xi^xHfxgxgteKs hggtx ^ xyinni jt i x 1 a p cx llXxhBxf xHj^ygxxgtxxgifxlgtXgrat 

shown in Fig partly constr> cted. The letters and numbers in 
ink are the only ones concerned when the sheets are being used, the 

I 

others being pert of th e constructioh, end left on to help in 

tracing errors. The entries 10 ,18 ,'21 in the square in colrmn 

coupling 

15 an d the row with KV in the margin mean th^t the mc±r KV 
occurs when the M.W, is in nos it ion 15 end L.H.W, in any of the 
positions 10,18,21. In order to find the nos it ions at which two 
couplings can occur we have only to find the corresnonding lines 
of the catalogue against one another and oompare the numbers in the 
adjacent squares. It is fairly easy to find the right sheet 
b eoa use the number of the sheet gives the distance along the 
diagonal of the two letters of the pair, e.g, K and V are at 
distanoe % along the diagonal (ICPYXCV)and KV occurs on sheet 5. 


Cons true ti&n of the Turing sheets 

The const ruction of the catalogue die pends on making almost 


pf 


simultaneously all the entries corresponding to qggtxsxfei oases 
in which the ourrent flows through the same two wires of the M*W* 

In th e partially constructed sheet 5 in Fig some of the 
diagonals have been filled in fully, and each of these corresponds 
to a pair of wires of the M#W. As the M,W. rotates the rod 
points at the right hand ends of th e vrires move steadily 
backwards along *the diagonal*. We see ktocfcxIsiribDC also that as iut 
move along the filled in diagonal the rod nos it ion steadily 
increases, and the letters in the pairings move slide backwards 
along* the* diagonal* . Meanwhile the left hand ends of the wires 
are steadily rotating, so that the middle wheel couplings ajje 
sliding alohg *the diagonal*. The entries in the squares are the 
positions of the L.H.W. where these M.W* couplings ean occur, and t 
the slide along the diagonal amounts to a diagonal movement along 
the short catalogue. Take for ins t- nee the dtff filed in diagonal on 
Figi'l nearest to th e central diagonal. The second entry onthis 
diagonal is £,5,16,26 which is the entry at HL in Fig 5*1 : next 
along the diagonal in 0ig i>% is the eni ry 10 which occurs at GM 
in Fig £'/ , and so on , the di^g*n*l in Fig iTt being repeated 

backwards in Fig b% . 

This phenomenon may rlfy? be explained with reference to the 
rod square, instead of the wheels : this is really more practical, 
as we have to make the catalogue up from the rod square, A possible 
method for making up the catalogue would have been this. In e&ch 
square on th e sheets we write in, in pencil, p the M*W« couplings 

1**»* 4.^ ttl ^ K* Lti 4-4 

which would be needed to produoe the/M.vV. ouput i a nuii'ml at the 

if}' A 

M*W. position given by the/ column in which th e square occurs. 

To do this we should h^ve to - rite down in e--oh line the inverse 
rods nemed after the letters *>t the beginning of the line. This 
has been done in * part of Fig *rh (ton ?v.H corner). We should 
then have the square filled with one inverse (M,W,) scu^re, with 
top end bottom reversed, an d another such reversed square somewhat 
displaced upwards. The entries in green ink could be obtained by 




rep* lacing each pair of pencil letters by the corresponding 
entry on Fig VI , i.e. by th e position of the L.H. . at which 
that pair of letters occurs as L.H.’/. output. Now the whole of the 
pencil square can be obtained from its too line simply by filling 
in along diagonals. Translated into terms of the green ink entries 
this means to say that we only need to be given the positions at 
which start copying from the short catalogue. 

it-'Ctually we copy out the diagonals of th e short oatslugue 
onto staircase shaped strips (known as 'Christmas decorations' or 
'hand frills' ) in reversed order, with the position in th e 
short catalogue written above each square. These h^-nd frills 
are numbered by th^-e (constant) d .agonal* 


in position for copying in S Fig I and F are at distance £±5 

on qwertzu and so are D and K, Instead of actually filling ;in the 
whole square with pairs of penoil letters we take the entries which 
migh t have been mas&e in the too line , an d write them in the top 
margin, ^nd also nodes put th^e entries whioh might have gone in the 
toft hand column into the left hand margin. In order to find what 
h^fliwd, frill to use for a particular diagonal the distances apart 
aloivg qwertzu of the letters along the ton are calculated. This 
should be done quite independently, to give r check on incorrectly 

copied letters (see 'Mystic numbers'). 

The reason for having the imaginary pod squares implied in the 

construction inverted is in order that the writing of diagonals 
may be from left to right and downwards, which is considered easier 
than from right to left and downwards. 


of tlve pairs of letters on themj 
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S olving a short crib 

Tlie ±iEZ± ch ief apnlioatloii of the Turing sheets is to the 

when th e U.K.W.does no rotate 

solution of cribsfrom a length of 2 to 6 letters. We set up the 

inverse rods «s usual, but find that KEX3E±yixx±±x±}sx by no means 
incorrect 

ell th e BsxxKfldE positions ere eliminated by coupling contradictions. 

We therefore look to see whether there is any ros#ition in which 

th e couplings can oocur,_Take for example th e crib A NX, with 

and i,r heel order I III II (red, green, purole), U.K.W, nos, 0 
cipher IWi, We set up th e inverse rods ps in Fig Cl , an d for 

JiAC f 

each column of the resulting set up comes re the lines of the 
catalogue nemed after th e pairs in the column, For each peir we 
shall wnt to find quickly tlve right ?heqt on whioh to look, and 
this meand subtracting the pairs on the diagonal (i,e, finding 
their distance apart on qwertzu) , To do this we can either have a t 
table of differences or else use ’mystic number rods 1 
’ Ivffetic numbers ’ 

Fig shows a table of ’mystic numbers' for the red wheel. 

The meaning of the table is this. Take the sth line for er-mole. 


It could be m^de by taking xmi inverse rod Q end inverse rod 0, 

qwertzu 

0 being eight glaces on along tins £±kjpoex± from Q. W- lay the two 

rods together and find the differences of th e resulting up-lfcrs; e.g, 
fifth 

the ijtiii entry in line S is 6 , ^nd the fifth letter of th e red 

inverse jcpacxExiE rod Q is Y, the fiftth letter of inverse rod fe 0 

6 

is F, and Y and F p re fxxsx- part on qwe etzu ( FGHJKPY) , If then we 

had a set up of inverse rods including the pair QO we could use 

tell 


the series of numbers of line 8of the mystic n umberw to x±xa us 
on which sheets the various pairs should be looked up. However we 
can also use line 8 of this table on many other occasions, Supuose 
for example that the pair ES of inverse rods is up. The seiieg of 
sheets on which we have to look is again iven by line 8, but we 
have to start in th e third column under E instead 6f at the berinnin 
under Q, Quite a convenien t ar angemen t is to ln=ve the lines of 
thS table written out on rods in gauge with th e inverse rods and 

% * 

of double length, (This was once done for the service machine whe^l 
III, Three lines of th e table were put onto ixccfc three sides of 
Mr Knox's blank wooden inverse rods, p nd the fourth side occupied 
with the letters of the diagoenl, in that o^se ASS A BCD,,, It was 
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not a success es the rods were incorrectly copied), For the crib 
BRC 

AiOC th ese mystic number rods ere shown in cos it ion over the 
inverse rods in Fig ^"7 * Ever? fifth letter from the ton mx of 
the mystic number table is elso shovm. 

Another use for the mystic number table is in the making of the 
Turing sheets. The line of pencil numbers along the ton of any 
sheet is the lin e of mystic numbers with th e sheet number as its 
line number, and starting at column L. Pcyi i m 9 / 

The mystic numbers can of course be made by aotual subtraction 
from the inverse rods. Howefer it is actually easier to zudcxxlhs 
XBkfc3ace±±Bix do the calculation in terms of tte letters of an 
upright. It turns out tln-st one can manage with oru-e upright, which 
one subtracts from itself, staggered wafcious "mounts. One can 
itac*x*£BXB tranafo m th^e letters into numbers hkje to simplify the 
subtraction, Ishnll not give th^e details of this, 

EINS cat- locates 

In this chapter and the l p st we h^ve not exhausted °11 the 
possible methods of dealing with the Unsteokered enigma, enigma 
with known Stecjter. When the Umkehrwalz does not rotate we can 
catalogue the result of encoding a short word such as EIKS at 
every possible position. The details of this are ext> la inert in Chapter 


Jeffreys sh eets 

In oases where the wheel order is unknown it is useful to 
have ttixthe the positions xhsxK and wheel orders where a ooupling 
occurs all catalogued together* In order to make comparison of 
couplings feasible one puts the catalogue into the form of punohed 
sheets, which csn be laid one on too of another. These are known 
as Jeffreys sheets. 

T he actual form of the Jeffreys she ts cat°logue is this. There 

are 325 sheets labelled AB,AC ,.. .AZ,BC ,... ,BZ, ........... ,YZ. Each 

sh eetx measures 26 ,, x20 4 /5" plus margins of ebout three inches. 

They are divided into raxii oolurans en inch wide, and lines 4/ 5 " 

1 " 1 " 

deep. The whole is further subdivided into squares /5 x /5 . 

4 / M 

The /5 x 1" redtengles correspond to the different possible rod 
positions of the L,H. and M.W. The subdivisions of the reotangles 
correspond to the twenty pos ibl wheel orders for L.H.W. and M.W, 
with the five first wheels of the service nrohine. 




Jeffreys-Turing sheets 

There is a possibility of speeding us th e ’"ork with short oribs 
wh re the U.K.W. rotates by meking the Turing Sheets in punohed form. 
Suppose we expand every square of the Turing sheets into *> rectengle 
7/5"x4/5" divided into 28 small squares, numbered 1 to 26 with two 
unused, and for each entry on the Turing sheet uunoh a hole in the 
corresponding small square. Then th e effect of laying two of th e 
sheets on top of one another, in suoh a way say that the lines 
¥M and CR coincided would be to give ±s us the positions in which 
the two couplings VM and CR occur when th e U.K.W. is in the zero 
position: we also get the positions in which the couplings box 
slid along qwertzu oocur: but these after making a correetion for 

th e amount of slide ore Just the positions at which VMand CR occur 
inolmding all possible rotations of the U.K.W. One would presumably 
normally plao^ three sheets on to~> of one another, and there would 
have to be four different layings (because one could not have the 

r 

she- ts in cylindrical form). Eor this re^^on it ’"ould be better to havi 
the sheets in double depth, but this would probably be out of the 
question. 

at Ia ^ usp-u* Q- 








Chapter VI. The steckered enigma, Bombe end Spider, 

When one hes a steckered enigma to deal with one^ problems 
naturally divide themselvBs into what is to be done to find the 
Steoker, end whtrt is to be done efterwerds . Unless the indicating 
system is very well design ed there will be *ifco problem at ell when 
the Steeper hjave been founjd , end even with - good indioeting 
systan we sh*ll be afele to apply xxis xlauiA kgxl th e methods of the 
last two chapters to th^e individual messages. The obvious example 
of a good indioating system is the German Naval enigma oioher, 
which is deg.lt with in Chapter Vjj_ , This chapter is devoted to 
methods of finding the Steoker, Naturally enough we never find the 
Stecker without at the same time find in : much other information, 

i 

Cribs, 

The most obvious kind of data for finding the keys is a ’crib' , 
i.e. a message of which a part of the deoode is known. We ■"hall 
mostly assume that our data is a crib, although actually it may 
be a number of cohste tat ions ^rising form anoth er soured, e.g, 
an number of CILLls or a Naval Banbarismus, 
gQRTYV/EEPYrWEEFy methods . 

It is sometimes possible to find the keys by pencil and paper 
methods when the number of Stecker is not very great, e.g, !6 to 3, 
One would have to hope that several of the constatations of the 
crib were ’ unsteckered* , The best o ha nee would be If the same 
pa it of letters occurred twice in the crib (a ' half-bombe ' ) . In 
this case, assuming 6 or 7 Stecker there would be a 25 % chance of 
both oonsta tat ions being unsteckerdd, The positions at whioh 
these constations oocurred could be f ‘und by means of the Turing 
sheets ( if th ere were three wheels) or the Jeffreys sheets. The 
positions at which this occurred eould be separately tested. 

Anoth er possibility is to set up th e inverse rods for the C"ib 
and to look for clicks. There is quite a good chance of any 
apparent click being a real click arising fram because all four 
letters involved are unsteckered. The position on p^e right hand 


% 7 x 

wheel is ^ven by the column of the inverse rod set-up, and we on 
find a 111 possible o os it i ns where the click coupling occurs from 
the Turing she ts or the Jeffreys sheets. In sotae oases there will 
be other constitutions which are made u"’ from letters supnosed to 
be unsteokered because they occur in th e click, and these will 
further reduce the number of places to be tested. 

These methods h ave both of them given suo essful results, but 
they ere not practicable for oases wh ere there are many Stecker, or 
even where there are few Stecker °nd many whe lorders, 

A me c hanical method. The Bombe , 

Now let us turn to the case where there is * large number of 3teck( 
so many that any attempt to make use of the liictxthxx unsteokered 
letters is not likely to succeed. To fix our ideas let us take a 
particular crib. 

1 S3 4 5 6 7 8 9 10 11 12 13 14 IF 16 17 1 IP 20 El EE S3 

DAEDAQOZSIQMMKBILGMPWHA 
KE IN-EZUSAETZEZUMY 0 R B E R I 

24 25 
I Y 

Q, T 

/ 

Presumably th e method of solution will depend on taking 4 f 
hypotheses about parts of the keys and drawing what conclusions 
one can, honing to get either a confirmation or a contradiction. 

The parts of the key^s involved are the xaiixx±xxtxxrftctii® wheel 
order, the rod start of the crib, whether there are any turnovers 
in the orib and if so where, and th_p Stecker. As regards the 
wh^j ! 1 order one is almost bound to consider all of these 
separately. If thi crib were of very great length one might make 
n^o assumption about what wh eels were in the L.H.W, position 
an d M.W. position, and o pnly th a method we have oalled a 
* Stecker knock-out T (an attemnt of this kind w° s made with the 
' Feindseligkeiten* crib in Nov. *39), sonbciH or one might sometimes 
make assumptions about the L.H.W. and M.W, but none, until a ’’ote 
stage about the R,H.W. In this case we have to work entirely 
with const 0 tat ions where the R*H.W, has the s^me position. This 

method was used for th e crib from the Jtsgxsf Schluesselzet+el of 
the Yorpostenboot , with success; however ^ shall assume that all 



wheel orders ere "being ■treated separately, As regards the turnover 
one will normally take several different hypotheses, e.g. 
l) ^turnover between positions 1 ^nd 5 


2) 

t? 

n 

ft 

5 end 10 

3) 

ft 

tt 

Tf 

10 and 15 

4) 

ft 

it 

ft 

15 and 20 

5) 

ft 

ft 

tt 

20 ®nd 25 

With the 

firs -i 

of these 

hypotheses 

one would 


flSvi* 

we to leave^the 
constntations in nos it ions 2 to 4 and similarly in ell 

the other hypotheses four oonstetations would hve to be omitted. 
u ne could of course manege without leaving out any const*- talons 
at all if one took 25 different hypotheses, end there will always 
be a problem as to what consta tat ions can best be dispensed with. 

In what follows I shj&ll assume we are working the T.O. hypothesis 
numbered 5) above. We have not yet made sufficiently many hypotheses 
to be able to draw any immediate oonolusions, and must therefore 
either assume something about thjj Stecker or about the rod start. 

If we were to assume something about the Stecker our best chance 


would be to assume the Stecker values of A ~nd E, or of E and I, as 
■e should then have idm two constatations corrected for Stacker, 
with only two Stecker assumptions. With Turing sheets one could 
find all possible places where these oonstetions oocurred, of 
whioh we should, on the average, find about 28,1, As ti^ere would 
be ; B2Q h^ypo theses of this kind to be worked we should gain very 
little in comparison with separate examination of all rod starts. 

If there had not been any half-bombes in th^ crib we should have 
fared even worse. We therefore work all possible hypotheses as to the 
rod s t' rt, end to simplify this we try to find characteristics of the 
crib which ere independent of thus Stecker. Such characteristics can 
be seen most easily if the crib is nut in to the form of a picture 
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like Fig . From this picture we see that one characteristic which 
ie independent of th e pecker is that there must be afletter 
which enciphered at either position 2 or position 5 of the crib 
gives the same result. This may also be expressed by saying 
that th_ere must be ajietter xfelie i a such that, if it is enciph- 
ered at position 2, and the result reenc inhered at position 5 


the final result will be thje original letter. Another such 

the same 

condition is that ikxsrxxxxsxixkKxx letter rk± enoiph e-red 


successively at the positions 3,10 must lead back to the 
Three 

original letter. £xb other conditions of this kind are that 
the successive encipherments at positions 2,23,3 or et 
2,9,8,6,24,3 or at 13,12,8,9,5 starting from the same letter 
as before must le<~-d beck to it. There are other suoh series, 
e.g, 13,12,6,24,3 buf these do not give conditions independent 
of the others^ . Skacrax®xsxB±xarxHjcksncxaiEKt±fc±xxsxii±3ESxi±£fBx*iit 
knii. The letter to whioh all these multiple encipherments ere 
applied is, of course, the Steeper v°lue of E, We shall call 
E the ’ oentral letter’ / , Any letter can of course be chosen 
as ’central letter!), but the oho ice affects the series of 
positions or ’chains 1 fob the multiple encipherments. There 
are other conditions, as well as these that involve the 
multiple encipherments. For instenpe ’the Stecker values' of 
the letters in Fig must all be different. XkEXExiiisnEkerxx 
xx±H*sxa:xKXthffx±Kttexsx±hx±xBnexgx±KXK±x±i![KXXXxiHEX The Stecker 
values for E,I,M,Z ,Q,S ,A are the letters that arise at the 
various stages in the multiple encipherments and the values 
for W*T,V,N,D,K osn be found sin lerly. There is also the 
condition that the Stecker must be self-reciprocal, and the 
other parts^of Fi , P&B-U-0 and R-H ’-’ill Iso restrict the 

possibilities somewh^at , Of these conditions the multiple 
encipherment one is obviously th_e easiest to ^ooly, «~nd vith 
a crib as Ions as the one >-bove i t -wil - 1 - b e -eu-i t e onf -fialant 


id T- 


this condition will be quite sufficient to reduce the iraMten 
possible positions to a number which can be tested by b/^nd 
methods. It is aotuslly possible to make use of some of the 
oth er conditions mechanically also; this will be explained later. 


In order to apply the multiple ena inhe - ment condition one . 

U't-V I 

natu rally want 3 to be able to perform the multiple encirhernBts / 
in one operation. To do this we make a new k^ind of machine which 


we call a 'Letohworth enigma 1 . There are two rows of contacts 
in a Letohworth enigma each labelled A to Z end called the 
input yjbtx and output rows: there are algo rao~'e«ble wheels. For 
each position of an ordinary enigma ther* is a corresponding 
position of th e Letohworth enigma, *nd if the result of 
encipher ing F at this position is R, then F on the inout row 
of the Letohworth enigma is connected to R on the output row, 
end of course R on the input row to F on the output t-ow, Such 
a ‘Letohworth enigma' can be made i^xkxxlxg like an ordinary 
enigma, but T ”lth all the wiring iixlijpiiigtKX of the movable 
wheels in duplicate, one setof wires being used far the 
journey towards the Umkehrwalz, and the others for the return 
journey. The Umkehrwalz has two sets of contacts, one in 
contact with ikx wwwfe t « ixa t i mhAk ii 1 « xa g x t km ■» * ■ t± x ha ± tm. x xf* 

ra kxxsixxisxfxsxxtkK ■ ■ siorxTKWxsif 


unoixaia contact with the inward -journey wiring of the L,H, / , 
and one in contact with the outward- journey wiring. The 
Umkehrwalz wiring is from the one set of contacts aeross to the 
other. In the actual design used there were some other differences; 
th e wheels did not actually come into contact with one another, 
but each came into contact with a 'commutator' bearing 104 fixed 
contacts, A hese contacts x ,r ould be eonneeted by fixed wiring to 
contacts of other commutators. These contacts of the commutators 
can be regarded as physical counterparts of the 'rod points' 
and 'output points' for th e wheels. 




If one has two of these 'Letchwdrth enigma s' one can 
osonnect the output points of the one to the input potnts of h 
the other end th^en the connections through the two enigmas 
between th^e two sets of contacts left over will give the 
effect of successive enoicherments at the positions occupied 
by the two enigmas. Naturally this can be extended to 
the case of longer series of enigmas ,2J9Kx&&ixot the output 
of each being connected to th^ incut of the next. 

Now let us return to our crib and see how we could use these 
Letchworth enigmas. For each of our 'chains 1 we could set uo a 
series of enigmas. We should in faot use 10 enigmas which we 
will name as fallows 

Al.AS with the respective nositions 2,5 

B1,B2 3,10 

01,08,03 2,23,3 

D1,D2,D3,B4,D5,D6 2,9,8,6,24,3 

B1,E8,E3,B4,E5, 13,12,8,9,5 


By 'position 8' we here mean 'the cos it ion at which the constip- 
ation numbered 8 in the crib, is, under the hycothesis we are 
testing, supcosed to be ehcicftered' , The enigirrs are connected 
up in this way: output of A1 to incut of A2: outcut of B1 to 
input of B2: outcut of Cl to incut of 02, output of C2 to incut 
of C3 : etc. This gives us five 'chains of enigmas' which we may 
call A,B,C f D,E, and there must be some letter, which encich ered 
with each chain gives itself, We could easily arrange to have 
all five eh^ains controlled by one keyboard, and to h eve 
five lampboards shewing the re suits of the five multiple 
encipherments of the letter on the dcressed key, ifxthaxxwjork 

After one hypothesis as to tie rod start bad 
been tested one would o on to the next, ^nd this would usually 
inyolve simply moving the xigfetxfeE .H.V, r . of each enigma forward 
one place. When 26 cosit ions of the R.H. ! * have be'n tested thje 
M, , must be made o move forward too. This move-ient of the 


whe- Is in step can be very easily done mech"Aic^lly, the righ t 
hand wheels all being driven continuously from one shaft, p -nd the 
motion of th_e other wheels being controlled by a cerry mechanism. 


registering 

It now only remains to find s mechanics! method of £srtsra±K±3BS 
whether th _p multiple ene ipheriaent condition is fulfilled. 

This can be done tost dimply if we ere willing to test each 
Stecker value of the central letter th roughnut ell rod starts 
before trying the next Stecker vale. ixrthixr AA.-lus.au 
artggtrgigxgnrrgHtxaixgygx gntai x-Xagxxlfa tfexgxgkii iasxxtrt fax sx 
^up 'ose we are Investig ■■ 1 1. ing the oase aft where the Stecker value 
of the central letter!* E is K, We let as current ent*" al 1 of 
the chains of enigmas at their K incut noints, -n d p t the K 
output points of th e chains we put relays. The 'on' points of 
the five relay s are put in series with r battery (say), and 
xxBBxrmstxxtMtrfio another relay. A current flows through this last - 
relay if and only if 'a current flows through all th e othe- five 
relays, l.e. if the five multiple eno iphj^rments allied to K all 
give K. When this happens the effect is, essentially, to stop the 
machine, »n d such an occurrence is known at Letohworth as a 
•straight 1 . An alternative possibility is to have a quickly 
rotating 'scan ner' which, during a revolution^ would fi’-st 
connect the^ inputs of th^ c V ins to the currant sutnly, and the 
output points A to the relays, and th en would connect the 
input and output points B to the supply end relays. In a 
revolution of th_p scanner the out nut and incut ooints A to ^ 
would all have the it turn, end the right hand wheels would 
then move on. This last possible solution was celled 'serial 
scanning' and led to all th e possible forms' of re 1st rat ion 
being known as different kinds of ^scanning* . The simple possibility 
th at we fir at mentioned was called 'single line scanning'* 

Naturally there wa^ much research into possible alternatives to 
these t ■ 6 kinds of scanning, which would mat enable all ?6 
possible Stecker values of the central letter to be tested 
xx slmultaneosly without any parts of the machine moving. 

Any devioe to do this was described *s 'simultaneous scanning'. 




The solution whioh was eventually found for this oroblem 

was more along mathematical th*n along electrical engineering 

lines, an_d would really not have been a solution of the 

to 

problem as it was put to the e lea trio iaas, s ” r hom we gave, 

as we thought, just thjs essentials of the rroblem, It turned out 
in the end that we h^ad given them rather less th_an the essential^ 
and thjay therefore cannot be blamed fcr not having found the 
best solution. They did find ** solution of thje problem as it 
was put to them, which would probably hove worked if they had 
had a few more months experimenting. As it was the mathematical 
solution was found before they had finished, 

Pye simultaneous scanning 

The problem as to the electric i^n^s was this, The e are 

52 contacts labelled A...Z, A*,,,.,Z', At any moment each one 
of A,,,,,Z is connected to one and only one of A f ,Z*: the 
connections are changing all thja tine very quickly. For e*nh 
letter of th e alphabet there is » relay, and we want to arrange 
that the relay for th w e letter R will only dose if contaot R is 
connected to contact R* , 
mr<* 

The latest solution proposed for this problem depended on 
having current at 26 equidistant phases corresponding tothe 26 
different letters, Th^ere is also a th^ymtron velve*for eaoh 
letter. The filaments of the thyratrone are given potentials 
corresponding to their letters, Rnd the grids are connected to 
th e corresponding oointr A Vi' ••«££'• Th e points A,..., 8 ere also 

“*A th^yratron v lve has the property th°t n_.o our-eht flows in 

the anode circuit un_,tll the grid potential xs n xkxxy. xt six 

becomes more negative then a certain critical amount, after 

which the current contimies to flow regardless of the grid 

potential 

potential, until the enode p xxxxKict is switched off. 


given potentials with the phase of the letter concerned. The 

result iethjat the difference of potential of the filament and 
of thyratron A 

the grid oscillates with an °mplitude of at le' st d-'* ^ | v"] 

36 chase J ) 

E being the amplitude of the original supply fcxisgx, unless 

A ahd A* are connected through the ch^in, in which oase the 

potentlslsremain the same or differ only by whatever g^id bias 

has been nut into the grid circuit. The thyratrins are so 

2^rv / 

adjusted that an oscillation of amplitude f v J will bring 
th e potential of th e grid to the critical value and the 
valve 1 ill 1 fire * , The valve is c oun .led with a relay which 
oflly trips if the thyratron fails to fire, This relay is 
actually a ’differential relay', with two sets of windings, one 
carrying a constant current and the other carrying the current 
from the anode circuit of the thyratron. Pig 6 & shews a possible 
form of circuit. It i KXHixtutsmiK nrobably not the exact form 
of circuit used in the Fye experiments, but is given to 
illustrate the theoretical possibility. 


The 8 pider 

We can look at the Bombe in *> slightly different way a 9 
a machine for making deductions about Steoker when tl^e rod 
start is assumed. Suppose fax we were to put l^mp-boards in 
between the enigmas of th^e chains, and label the lamp-boards 
with the appropriate letters off figure , For example in 


chain C the lampboard between Cl and C2 would be labelled A. 

sr — — — <#- 

we were using ttee--«i»e te £n e wi - th - r key- board -4 mm oould be 

labelled with the 'central letter', Nov; when we depareds a 

letter of th^e key-board v;e o^n reed off from the la mo- boards 
some of 

the BDSHatacpo; Stacker consequences of the hypothesis that th e 
depressed letter is steckered to the central letter; t tei for 
one such conse-uenod could be read off each lamoboerd, namely 
that the letter lighting is steckered to the n june of the 


lamp-board. 


When we look at the Bombe in this we 7 we see that it v/ould 
be natural to modify it so rs to make this idea fit even better. 
We have not so far Piloted for lengthy chains of deductions; the 


possible deductions stop as soon ps one comes Vck to th e 

central letter# There is however no reason why, when from one 
Stecker value of 

h ypothesis about t he J[ central letter we have deduced that the 

central letter must have another Stecker v r lue, we should not 

go on and drew further conclusions from this seoona Stecker value. 

At first sight this seems quite useless, but, as all the deductions 

are reversible, it is actually very useful, for all th e coiiolusions 

that can be drawn will then be false, and those that remain will 

stand out clearly as doss lb le correct hypotheses# In order that 

all these de duet ions may be made echanicelly we shall have to 

connect the 26 contacts at tl\ja end of each chain to the 

common beginning of all the chains. With this arrangement we on 

of *n enigma 

think of each asxx ikis output or incut point as repr renting 
a possible Stecker, and twa if two of these points are connected 
together through the enigmas th en the corresponding S' ecker 
imply one another. At this point we might see h ow it all works 
out in the case of the crib given above. This crib was actually 

■ttliTBityTMimliKt eloh abets r,r hich , when corrected for their 
sSteoker, are those sf -e f - Fig — . , the numbers over th e crib 




# The alphabets 


constetetions giving the column o of ^ ’ig^ 
below 

most used are 2,3,5,10,23, and these ere reproduced h ere for 
refe t’enoe 


2 

3 

5 

10 c 

23 

m 

XB 

MD 

TB 

LV 

AP 

BU 

JZ 

IH 

WO 

QK 

EN 

cv 

RU 

DI 

GY 

PK 

SA 

XE 

oa 

TP 

QI 

YE 

CV 

XU 

UO 

AW 

GR 

JY 

FT 

I^S 

OV 

Pti 

DF 

JP 

BD 

JY 

NW 

SL 

GE 

IW 

Did 

LH 

ON 

AY 

sz 

RZ 

BX 

Qw 

NB 

GR 

SL 

FU 

AZ 

HS 

YE 

GT 

01 

PK 


HL 

FC 

KT 

GM 

RK 
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In Fig U at the too 1 are the chains, with the no it Iona 

are 

and the letters of the a he in. In eeoh column ±x written some 
of the letters t® which an mtr bw r o«n be inferred to be Stacker 
values of the letters at the heads of their columns from the 
hypothesis that X is a Stecker value of the central letter E, 

By no means all possible inferences of this kind are made in 
the figure, but among those that are made are ell possible 
Stecker values for E except the right one,L, If we had teken a 
rod start that w- s wrong we should almost certainly h-ve found 
that ell of the Stecker values of E could be deduced from' any one 
of them, and this will hold for any oribs with two or more chains, 
Remember* ing no 1 " that with ouS nxifcs Borabe one Stecker is 
ded. cible from another if the corresponding points on the lamp 
boards ere connected through th e enigmas, e correct rod start 
can only be one for which not all th e innut roints of the oha ins 
are con ected together! the positions at ’••hich this happens ^re 
almost exactly those at which fchx a Borabe with simultaneous 
scan ing would hvve stopped. 


This is roughly the idea of the 'spider*. It has been described 
in this section as a way of getting simultaneous scanning on the 
Bombe, and has been made to look as much like the Bombe as 
possible. In the next section another description of the spider 
is given. 

The spider . A second r script! m . Actu a l form . 

In our original description of the Bombe we thoughjfc of it 
es a meth^od of looking for characteristics of a. crib ’"'hich are 
indenenden t of Stecker, but in thjs last section we thought 
of it more a's a machine far making Stecker deduet ion^js. This last 
way of looking at it ha obviously great possibilities, ^nd so 
we ill start fresh with this ide c . 

In th e lest section various points of thujs circuit were 
regarded as e H xrxxxHndxxxxXB having certain Stecker corresponding 
to them, ifsrxE We ere now going to carry this idea further end 


have a metal point for each possible St cker, These we can 
imagine prwn, ,ed in a rectangle. Each point has p n^eme such 
as Pv: here the capital letters refer to ’outside* points and 
the small letters to 'in^side letters’; outside letter is the 
name of a key or bulb, -nd so © r n be a letter of a crib, while 
an inside letter is the n^me of a contact of the Eintrittfswslz , 
so th^/t ell infHxmxJbtsiixtloric constetations obtained fjG^im aai 
SJEKtxEkBrE^x the enigma without Stacker give info nr t ion about 
inside letters rather than outside. Our statements will usually 
be put in retK r llogioel form; statements like ’ Jis an outside 
letter* 'ill usually mean ’lis* occurring in so end so a the neme 
of a key rather than of a coiiteot of tf: he Eintrittswalz* • The 
rectangle is called th e * diagonal board* and the rows are named 
after the outside letters, the columns after hhe inside letters. 

ft 

Now let us take any constatation of ouhi crib e.g, I at 24. For 
the position we Te supposed to be testing we will have an 
enigma set up at the right nos it ion for encoding this 
constatation, but of course r itho- t <=ny St e cker. Let us 
suppose it s< uo for the correet nos it ion, then one of the 
pairs in th e alphabet in position Q 4 is OC: Qonsequently 4f 
t± Q.o then Ic (i.e, if outside letter -Q is associated with inside 
o th en outside I is associated with inside c). Now if we connect 
the input of the (Letshworth) enigma, to the corresnonding points 
of the din gotta 1 board on line Q, and thje ouput to line I then 
since th e "o input point is connected to the ‘ c output point we 

shall have Q,o on the diagonal board connected to Ic through the 

the 

Letchworth enigma, aSsn. ajuLrjEcdeine tiaras t ha txKiraxbaicaixiiK xjtkant 
^eijtoTxsxisxBsxaliKisctxljixBJBramciloHsxnsiTBinixiBBiiiisxBfxite 
diHgBxnixfcssxsbf ifxaoccfchsxtis: We c r n of course nut in a Letch-orth 
enigma for every constatation of the crib, endjthen we shall have 
all the possible deductions that can be made aboflt th e assooiatio 
of inside and outside letters paralleled in the oonneotions 
between th e points of th e diagonal board. We oan also bring in 
the reciprocal na property of the Stacker by connecting together 
diegtnally opposite points of the diagonal board, e,g. connecting 
Pv to Yp, one can also bring in other conditions about the 


/( o 


Stacker, e ,g. if one knows that tlie letters which were xixKksxsdhr 


next th en, having saixxsi found the keys for one days traffic one 
could when looking for the keys for the next ddy, connect together 
all po Ants of th e diagonal boprd which corresnond to non- 


steokers wh ich had oocu rred on the nrevious d^y, This r 'Ould of 
course not entirely eliminate the inadmissible solutions, but 


would enormously reduee their number, the only solutions which 
would not be eliminated being those which were inadmissible on 
every E J gmy count. 


One difference fxsaxthKxiKxkspcsciiAxSksc between this arrangement 
and the Bombe, or the spider as we described it in th e l n st section 
is that we need only one enignr for each ocmstatation. 

Our maoh ine is still not compete, ps we h ve not nut in any 
mechanism for distinguishing correct from incorrect nositions. In 
th e case of a crib giving a picture like Fig where moat of 
the letters are connected together into one *web'it is sufficient 


to let current into the diagonal board ax some line xfcfch named 
after a letter on the main web,e,g. at the Ea ooint inthe case of 
the crib we have been considering, this case the only nossible 
positions will be ones in which the current fails to resoh all 
th^e other points of the E line of the diagonal board. We can 
detect whether this, happens by connecting the points of the E line 
through differential relays to the oth er pole of our current 


supply, end cutting the ' on* joints of the relays in xe£±eb . Normally 
current will flow through all the differential relays, andthey 
will not move. When one reaches a position which might be correot 
the current fails to resoh ± one o£ th^ese relays, and the current 
permanently flowing in the other « tr ±Kg coil of the rel*>y causes 
it to close, and bring the stonp ing mechanism into nl^y, Steboc 
ixiiixmBstlyxfaxpparn with Mostly wh^t will hausen is ^hat there will 
be just one relay which closes, and this will be one connected to 
a point of the diagonal boerd which corresponds to a ^tecker 
which is possibly correct; more accurately, if this Stecker is 
not correct the position^ is not correct. Another possibility is 



unsteck'-red on one day are invariably steckered on the 



at some point on 


parxallel with one another and in series with the stop mec 


ill 


the t all relays close except the one connected to th^p point 
at which the ourren^Jt enters the diagonal board, and this noint 
xx a x a .gxa-aJi ±x th en corresponds to the only oosible 
Stocked , In esses where thexs data is tsth^er scanty, and the 
stops therefore very frequent, oth_er things m p v h ^pn en, e«g 
we might find four relays closing simultaneously, all of them 
connected together through the enigmas and the cross oonneotions 
of the diagonal board, and therefore none of them corresponding b 
to possible Stacker. 

TQXiiKSX 

In order for it to be possible to make th e necessary connections 

between the enigmas, the diagonal board and th e rekays there has 

to be e good de-l of additional gear. The input and output 

rows of the enigmas are brought to rows of 26 contacts os lied 

’female Jacks’, The rows of th e diagonal board are also brought 
The 26 relays and the current surely are also brought to a Jack, 
to female jacks, A ny two female jacks c^n be connected with 

’plaited Jacks' consisting of 26 wires plaited together and 

ending in male Jacks which e*n be plugged into the female jacks. 

In order to make it possible to conneot.th* thr^e or more rows 

of oontaots together one is also provided with ax 'commons* 

consisting of four xnx female jacks with corresponding points 

connected togeth er. There is also a device for connecting 

together th e xn^irt output Jack of one enigma x±i end the innut 

of the next, both being connected to another female jaok, which 

can be used for connecting them ssxxhKxxxx to anywhere else one 

wishes. 

On the first spider made there were 30 enigmas, and three 
diagonal boards and 'inputs' i.e, sets of relays and stonning 
devices. There were also IB sets of commons. 


Pigs i3 t Lif shew the connections of enigmas and diegoianl 
board in a particular case. The case of a six-letter alphabet 
has been taken to reduce the size of the figure. 

The actual origin of the snider was not xx an attempt to 
find simultaneous scanning for th e Bombe, but ±x to make use 
of the reciprocal character of the Steeker, This oc urred at a 
time when it ws clear that very much shorter cribs would have 
to be worked than could be managed on the Bombe , Welchman then 

bjr us'ng a diagonal board one could get the complete set of 
consequences of e hy^othesfe , The ideal machine that Welchman# 
was ^TPTDi-imr t in y g al aiming at was to reject any position in which 
a certain f ixed -for- the -time Stacker hypothesis led to any 
direct contradiction: by a direct contradiction I do not mean to 
include **ny contradictions which ean only be obtained by 
considering all Steeker values if some letter independently 
and shewing e'-ch one xmx Bs x itetx iiL-cons latent with the original 


hypothesis. Actually the spider does more than this in one w»y 
and less in another. It is not restricted to dealing with one 
Steeker hypothesis at a time, and it does not find ^ll di rect 
contradictions. 

Naturally enough WariehamraH”xeixXHXK(ixk WelchmanA and Keen 
set to work to fin d some way of adapting the spider so as to 
detect all direct contradiction s. The result of this research 
is described in the next section. Be f dire we can leave the spider 


however we should x±es sea what sort of contradictions it will 
detect, end about how many stops one will get with given d^t*. 
First of all let us simplify th e problem p na consider x 
only jdorararxxtBBx 1 normal^ stops, i,e, positions “t which b y 
altering th e point, at which the current enters the diagonal 
board one can make 25 relays closeL The current will th en be 
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entering at a cor-eet Stecker if the position is correot. Let 

ua further simplify the problem by supposing thmat th ere is 

only one 'web 1 , i.e. thet the 'picture 1 formed from the pert of 

th e crib that is beihg used forms one connected piece, e.g, with 

the crib on p we should have one web if we omit the 
P B u R 

constatations B, U,0,H, mi dt fXcioa t oomlUl i ma far "* 

g'~g to ii i ia th at th e 1- * mult i-n i e on c- i e fe u i ' iuan l. 1 u undit li:ra» u li i.i ul d^ 

lml ill ~nii.ii id ling 111 m I 1 1 m« mi'iiI h i n f I M IV [l e m m' iii i i' )> m 1 

r s rlooupo s-l — H i i i " r 9f r-"nit1np? '"hi l nr-frli n 
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Some of th e constatations of the web could still be omitted 
without any of th e letters becoming disconnected form the 
rest. Let us ohoose some set of such constatations, 

x wfr in such a wav th at we oannot omit 
any more constatations without th e web breaking up. When the 
conststeti ns are omitted there will of course be no 'ohains 1 
pr 'closures 1 . This set of constatations may be called th e 
'chain-closing const^tation s', and th e others will be called 
th e 'web-forming const*- tat ions' . At any position we ' ay imagine 
that th_e web -forming constatations ere brought into play first, 
and only if th^e position is possible far these are th^e 
chain-closing constatations used. Now the Stecker value ofjthe 
input letter en^_d th^ web -forming constatations will completely 
determine the Stecker values of the letters occurring in the web. 
When the ohain closing constatations a rebrought in frfrg it will 
elreedy be completely determined what are the corresponding 
'unsteokered 1 constatations, so that ifthere are c che in-clos ing 

const c ta tion^s the final number of stops will be a proportion 

-c 

26 of the stops wh_ich occur if they are omitted. Our problem 
reduoed therefore to th^e crce in whioh there are no closures. 

It is, I hone, also fairly clear thet the number of stocs will 


iiL 


not be appreciably effected by the xxxfcsrrxxfx branoh arrangement 
of the web, but only h^y the number of letters occurring in it. 
These- facts enable us to make e table for the calculation of 
th e number of stems in any case where there is only one wgb. 

The method of construction of the table is very tedious and 
uninteresting, ftocis The t^ble is reproduced below 


No. of letters 
on web 


H-M factor 


fk-M lb**-'*,** 

i f'ixc f"*w^**t.*j 


/ 


2 

0,92 

3 

0.79 

4 

0.62 

5 

0.44 

6 

0,29 

7 

0,17 

8 

0,087 

9 

0,041 

10 

0,016 

11 

0,0060 

12 

0.0018 

13 

0,00045 

14 

0.000095 

15 

0.000016 

16 

0,0000023 


4-C 


No. of answers - 26 x H-M factor 
c is number of closures 


A similar table h as also been made to allow for t”'0 webs, with 

To th e case of th^re.e webs 

up to five letters on the S'oond, B&ynnd ■ it is not worth 

wh lie and hardly possible to go, Cne^canj/get a sufficiently 
good estim te in such oases by using common-sense inequalities, 


mxgxixBxsecnsxdxwfcq 
yf A itm r th j wY-artc mha r YBf *m iium e.g, ifc we denot e the H-M f°Otor 
for the case of webs with m,n,and p letters by Sft H(m,n,p) we 
shel.'! have th e common sense inequalities 


H (m r . , 


< H 


(m.3.0). H(m.2,0) 

ts&or h | b ; s ^ o 7 

H(m,3,2) > H{m,4,0) 




To see whet kind of contradictions are detected by the 

machine we o^n teke the cloture, Fig end on it write 

against each letter en y Stacker values of th p t letter whioh 

can he de<tuded from the Stecker hypothesis which is read off 

the spider when It stops, ShmxxHx This hjas be n done in 

Fig for a case where th e input we on letter E of the 

diagonal board, and th e relay R dosed when the machine 

stopped^ if the position of the ston were correct st all the 

correct Stecker would be given by the points of the diagonal 

also 

board which were connected to Er, and they will be the diredt 
consequences of the Stecker hypothesis E/R, 


latter* x* x xha il^ x.x At fccexr iaetjcrsnci ±k* v ifl|pcx •■'• xkI b u bmIx ggr t« ialy xx 

teaxskiR- t*xde(3timexacilTtkaxokhx*rx±HBorxe«txirae*x As we are 

assuming th^at R was th e only relay to close rtkxtkxmxirfcfera , 

this reley cannot h p ve been connected to any nth of th e others, 

or it would h eve behaved similarly. We cannot therefore deduce 

any oth er Stecker value for E than R, and this exuleins why on 

b* 

the 'main web* in Fig th ere is only one pencil letter egianst 
each ink letter. Wherever any pencil letter is the sane as an 
ink letter we ere eble to sataor write down another pencil letter 
oorrespon ding totth e reciprocal SteckeT or to the diagonal 
connections of th e board. In one or two cases we find that the 
letter we migh t write down is th ere already. In others the 
new letter is written against kk« ®h a letter of one of ^ the 
minor webs; in such e c»se we i* clearly h^ve a contradiction, 
but as it does not result in a second set of pencil letters on 
the main web the machine is not prevented from stoo->ing. There 
are other contradictions! ©,g. we have Z/L,W/l, but as L does 
not occur Jfcnth e crib this has no effect. 
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The ms oh in e gun 

When using the spider there is a gre«t de*l of work in 
taking down data about stons from the machine and in testing 
these out afterwards, making it hardly feasible to run cribs 
which xsxu give more than 5 stons ner wheel order, ifxiixxxxs: 

As the complete data about the 


direct consequences -Bfxttm of any Stecker hypothesis at any 
position are already contained in th e connections of the 
points o^- the diagonal board it seems gxxil^ iiHtxtm gg k^ that 
it should be noscible to make the machine do the testing itself. 

It would not be ruscessary to improve on th^e storing arrangement 
of tfcue spider itself, as one could jBXTBxxnxx r?,: r x x k xe n i /w hi zk' 
a® usejthe spider xtinmc® as already described, jcnjfcfxwkaasxsvsxx 
and have an arrangement by which, whenever it stowoed a further 
meohanisra is brough t in to r>ley, which looks more closely into 
th e Stecker# Sxich a mechanism will be described as a machine gun, 
regardless of what its construction may be. 

spider stops 

With almost any crib thjs propprtian of mzhiMxgzm xionraxs: 

e 

that would be passed by tte machine gun as possible would be 

ratio 

higher than th e xxaxnrtiOH of jtEtaci spider stops to total 
pos sible hynotheses. Consequently the amount of time that can 
economically be allowed to the machine gun for examining a 
position is vastly greater than can be allowed tcjthe snider. 

We might for instance run a crib which gives 100 snider stons 
per wheel order, nn^d the time for running, anart from time 
spent during stops might be 25 minutes. If the machine gun were 
allowed 5 seconds per position, as coranered with the sniderSs 
1/10 second only 8 minutes would be added to the time for the run. 


IV o 




When th e spider stons, normally the points of the diagonal 

supposedly 

board which ere energised ere these corresponding to'^ false 


Stecker, Naturally it would be easier for the machine gun If 
the points energised xsxe corresponded to supposedly correet 
Stecker. It is therefore necessary to here some arrangement 


by which immediate ly efter the spider stons the point of entry 

to 

of th e current is altered to th e point %i which the reley 


which closed was conned ted, or is left ur altered in th e case 
th at 25 re leys closed, SnExijnszibiardepriEaxfnTriEingxtiailxr 
Mr Keen has invented some devioe for doing this , depending 
entirely on relay wiring, I do not kno v - th e details at present, 

bu±x±t"'Ei±gfctxh8x3inxiwtiaiMxxl±k«xittiisrxl«t-!ssxEHnx®SExtl5«-fcxth* 
gnrxEntxgiwic^rBxieiiiargxEtxtsxtfaxAxg al gB m xarfxthgxiiiincBBxvtx bBx rd x 

the effeot is that the machine does not stop at "11 except in 
cases in which ±fee either just one relay closes or 25 relays 
close. In the case that 25 relays close the cu rrent is allowed 
to continue to enter at the same point, but if just one relay 
closes the point of entry is ch anged over to thid relay. This 
method has the possible disadvantage that a certain niimber of 
possible solutions may be missed through not being of normal 
type, This will only be serioas in cases where the frequency of 
spider stops is very high indeed, e.g. 20$, and some oth er 
method, such as ’Rings te Hung cut-out’ is being used for further 
reducing t e stops. An alternative method is to hav* so^e kind 
of ©’scanner 1 which will look fdir In tiara xwliin.hJUR xa. relays which 


are not connected to any otherKS . Which method is to be used is 


not yet decided. 

At the next stag® in the prooess we have to see whether 
there ere eny cohtrs dictions in the Stecker; in order to reduce 
th e number of relays involved this is done in stages. In the f± 
f irst stage we se whether or not there ere two different Stecker 
values for A, in the seconff wheth er there are two different 
values for B, and so on. To do this testing we h? ve 26 relays 


(J eU utUJi h /i < 


# 



which pre wired up in such a v/p? th "t can distinguish 
wheth er oh not two or more of th em afe energised. When we ere 
testing th e Steoker values of A we h rve the ?6 contacts of the 
A line ofthe diago pi board connected to the corresponding 
relays in this set .xAiixtfcxtxisxirakjhr': Whet is principally 
Is eking is some device for connecting the rows of the diagonal 
board successively to the set of relays. This fortune tely was 
found in post-office standard equipment; rad: the clicking n&ise 
that this gadget makes when in operation gives the wh ole 
apparatus its natoe, If we xrarjs ifc±Kr r find no contr' dictions in 

t 

th e Stackers of any letter the whole position is cashed as food. 

The machine is designed to print the position and th e Steoker 

in such a C’se, Here again I do not know the exact method used, 

but the following simple arrangement seems to give much the 

same effeot, although perhaps it oould not be made to work 

quite fast enough. Th e Stacker nr* 3 given by XiiuUxp 

When any 

typing one letter in. a column headed by the other, Axxaraadr 
being 

letter is tested for Stecker contradictions th_e relays 

corresponding tothe Steoker values of the letter close, We can 

corresponding 

arrange that these relays operate keys of the typewriter , but 

that in the case that the e is a contradiction this is prevented 
special typed instead 

and' some symbol la xKxt fc t fl u a shewing that the whole is wrong. When 

carriage 

no relay closes nothing is typed. The kaqra of the typewriter *rsti* 

not operated by th-^e keys but only by the space bar, and this is 
there is a change -of 

moved whenever the letter gari^T K x raii igft xjE iaT whose Steoker are 
being examin'd aefcotgarx. 


Add It ioaal gw fleets 

Besides th e spider ^nd machine-gun ° number of other 
improvements xxxxsiSwxb«±H of the Bombs pre now being Planned, 

We have Firefly mentioned that it is possible to use f adit ion* 1 
data about Stacker by connecting up points of th e diagonal 
board* It is planned to m~ke this more straigh tfonaard by 
leading the points of the diagonal bfcard to 325 points of a 
plug board; the plug board also hj^s a greet many points all 
connected together, and any Steeker which one believes to be 
fr-lse one simply conn ots tojthis set* 

Another gadget is designed to de^l with tfe®x^^RSTwksxxx±jarrE 

sc anfcx cases such as that in which there are two ’webs 1 with six 
and no ohains 

letters on each. A art little experiment will show th*t in the 
gre* t majority of c'ses "'ith such d*t*, when the solution is 
found , the Steeker value of a letter on either web will imply 
the whole set of Stackers for the letters of both webs: in 
as the current terminology,” In the right place we can nearly 
always get from one web onto the other". If however we try to 
run such data on the 3pider, even with the machine gun attachment 
there will be an enormous number of stons, and the vast majority 
of these will be oas^s in which * we have not got onto the 
sotfond web". If we r re prepared to reject these pos" ibilities 
v/ithout testing them we shall not very greatly decrease the 
probability of out finding the right solution, but v^ry greatly 
redptce th e amount of testing to be done. If in addition the 
spider can be persuaded not to stop in these positions, the 
spider time saved will be enormous* Some arran ement of this 
ram kind is being made but I will not attempt to describe 
how it works. 

InxK3»art£kBKxxithxraoBctx3ra±KlxnxBkiK3ixx 

With some of the ciphers there maejnete® is information about 
the Ringstellung (Herivelismus) which makes certain stopping 


* 

pieces wrong in virtue of their n os it on , <~nd not of the 
alphabets produced at those positions. There is pn errengement, 
known as a 'Ringstellung cut-out” which will prevent the me chine 
from stopping in such a±- posit ions. The design of such a 
cut -out clearly presents no difficulties of principle. 

There are also plans for "majority vote" gadgets Which 
will enable one to make use of data which is not very rel^ible. 

A hypothesis will only be re fi rded as rejected if it 
contradicts three (say) of the unreliable pieces of data. 

This method may be a united to the case of unreliable data 
about Stacker, 
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Chapter VII . The German Naval Enigma C ipher 

Historic fll 

In the pj^iod from aboijt 1931 to April 30, 1937 the Naval 
much 

cipher totdbcara used the seme indicating system as the other 
German service enigma ciphers, viz, the ’boxing* method 
recommended by the firm that sold th e ’ c ommerdial* enigma. 


With this ±n system es well as the set up of the machine 
consisting of wheel order, Ringstellung , *nd Stocks r, there 
was a window position fixed for the day, and known as the 


* G run dste Hung* • Ehen it was desired to enoinher a message 

from a -list of about 1700 trigrammes e,g, ZLE 
one first ohose three letters at i^dom rzxxxfcSS, One then 


set the machine to th e Grunds tel lung and enc inhered ZEEZLB. 


The resulting six let terns were put at th e beginning of the 


message, and the remainder ,of the mess- ge oon siste^bf th e 
result of enciphering the plaintext with pre -start window 

<u 

position ZLE. (This differs from the other boxing indicating 
systems in th at fiat most of these allow the trigrararae such as 
ZLE to be chosen at random insteed of from tkxw a restricted 
list, 

‘The "eakness of this indicating system is that a great deal 


of information is given away about th e ’Grundstellung* , If 
and a known diagonal 

there were no Steoker, ^nd the traffic amounted to 100 me s ages 


per diem it ’"ould be doss ibis to find th e connections of the 
machine, and if there were Steoker but the connections of th e 


machine were known it would be possible to* find the keys every 
from 

day with the same amount of traffic. 


To explain the possibility of finding the keys let us sup 'ose 


that the following were a set of indicators for on e day's traffic* 


TJJOOBL 

YEYXTM 

ALAJMB 

XDVBXV 

QLYAMM 

GRYIiZM 

jxpsww 

YEIFTI 

BMARFB 

TZNGOR 

AYIJPI 

TJJNOBH 

OQBVCY 

S’NXDUJ 


aeijvi 

MIEHWZ 


EKXXYJ 



RSICAI 


TIOGWL 

APTJNA 

JNZSUG 

LNVZUV 

OJWLBS 

UANODR 

CZNYOR 

CWUYSQ 

HALUDX 

RLFCMN 

RBDCQU 

UOG OHT 

IALEFC 

XHVQIV 

ZFOWVQ 

MIDHWU 

OQJVCN 

JSWSAS 

AUXJJJ 

RZHCOO 

ZDIWXI 

UWIOSI 

AVRIKK 

KPBPNY 

EXRDEK 

GIILWI 

FTGD- T 

ETYXPM 

UAMODC 

HEKUTP 

ZCDWLU 

SCQKLE 

DHWOIS 

EZSXOH 

DLY1IUM 


V2PE0Y/ 

EYVXFV 





In th e two indie a tors UJOOBL and UANODR th e repetition of 

th e first letters is followed by a repetition of the fourth 

letters, Th at this must always hepnen Sts clear from the 

feet that th e fourth letter arises from the first by 

enciphering et the post it ion directly after the Grundstel n ung 

end re-enc inhering three nieces further 6n, SrranxiliKx 

±nd±KictMxs This phenome nonenables us to tell very cuickly 

with -ny cipher whether the Boxing form of indie t ion is 

being us^-d. From th e indicators we c*n find the effects of 

th e three repented encipherments. In Fig we have entered 

ixxBRBXKBiBinDcfcirR in one of the columns against each letter the 

effect of enciphering it first at the oosition immediately 

efter the Grundstellungy end then at the position four places 

after the Grundstellung * thus ’’'e have th e entry J against A, with 
f iTe 

fsnex dots. This means that A enc inhered at the first anfl fourth 
positions gives J, and tlr’t this information h as be^n given us 
from six indicators, which are actually AMMB,AYIJPI,AFIJVT, 
APTJHA ,A.VTWTO^ATKJtTJ , The other two columns give us the results 
of the encipherments at th e s> cond and then the tfri fifth 
position, end st the third and then the sixth. We get for the 
result s of th-se double enoipherments 

G 4 G 1 

, . .NISAl^EP. . .TGiZW . . . (-DMHUG¥E£BROT ) 

G 8 G £ 

( lOTJB^CIMFVICr ) ( OHIWSADXETGRZ ) 

°<s°3 

(V ) ( I ) ( IFNRKPWSH0L5C ) . . . DU Q£Z GTABYMC , . , 


G^G-l here means the encinherment with the first alphabet an d then 
with the foulrth, the reversal of the natural order being in 
agreement with mathematical tradition. There can be no 
doubt as to h ow the substitution GgG^ is to be comule ted, but 
at first sight it might appear that there are two eos sibil it ies 
for G,,Gi , Hov. r ever if we remember what we found out in the 
section 'alphabets end boxes' we see that it must be possible 
to pair off the cycles of G^G^ into ones of equal length. 


'.i he re ere various things which could he done now. Of course 

onemight put the whole data onto the spider, hut at th e time 

that this system wee in force no such machine had been thought 

of. Another method, which w**«? that urine i^elly used hy the 

Poles is to have a permanent catalogue ofthe box shines xkiothx 

for G^-^, G,.Gg, g 6^3 for ever y Grundstellung, assuming that 

there is not a T,0, between the first -nd l* 5 si of the six 

alphabets, totlmw tara^shx'nwsxxra:r±TTiia: , HRHil®Hxt v etrtlis:xSt*B:)cffrx 

or numbers 

If we give some standard order to the box shines, we o n also 
put the possible series of three box shares into an order, end 
ern enter against each set of three box shapes th e Grundstellungen 
for which th is set is realised. To use this catalogue with 
our problem we should work out the box shapes viz, G 4 G^_ is 26, 

G 5 G 2 is 26, GgGg is 24,2, Thex* box share* scn±ua lijp'iwxextkaxx 
xumtesxxxiptT 26 actually has the nuber 1 and 24,2 the number 2: 
they re the two commonest shapes eg con be seen from the table 
p , We then look un 1 , 1,2 in our catalogue, and find 
about iro entries against it for each wheelorder, Each of th ese 
will h<=ve to be tested ut in some ,/,o y or other. The most 
satisfactory method se c ms to be this-; We form th e permutation 
GQG 3 G 5 G 2 , It is 
( PBGXMNtiD JYWHISHEAUFV ) ( CXSL ) ( 0 ) (T) 

so th 8 1 this permute ti n is of the class 20,4,1,1. For each 
possible rtindstellun it is possible to calculate this the 
corresponding' class for the unstecjfered alphabets. This can 
fortune tel’' be done mechanically by me r ns of a form of 
1 cyclometer* , It would be as ’"ell to enter against each position 
the c lass of this permutation, and this might have have been, done 
at th e time of eon struct ion of the catalogue, JtsrtxxiiyxtiiH 
In the case in question the right Orunds tel lung is found to have 
th e position 1,1,26 with wheel order ili I, II, III (service 
machine, Umkeftrwalz A), The corresponding boxes n re 
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dt pa cx 

MG HI'S TQ 

hl ug xu 

UP JL ID 
CK BE FO 
AI QX PM 
EJ OD NY 
XV 17. KB 
MI PV 
NS FW WL 
OR AS IG 
Tti KH HZ 

M IS. M 

We Bx£xxs±±yx must have V/A or V/S, If V/A we can identify the 

cycle { OHIWSADXRETGRZ ) of the GgGg with stacker, with the 

half compartment of the second box in this way 

( OHIWSADXETGRZ ) 

(CHSWIVDXELGNZ ) 

i.e. we g e axam h-ve to assume the stacker 0/C ,l/S^A/V f T/I. l R/K( l and 
that H'gw',D,X,E,G,Z ere unsteckered , This large number of 
unsteckered letters is a strong confirmation, and the renet it ion 
of the Stecker I/S is further confirmation. When we fit the 
res of the box- s together we fine! th* + these five *re »n the 
Stecker. 

There ere other methods that can be anriiied, depending onthe 
number of Stecker being smell. The number of Stecker Ased in the 
Naval was 6 from 1931 to ‘Nov, 1938 -nd ooseibly later. We night 

for instance have assumed, that A and 8 were both unsteckered 

A 

end therefore assumed that the constetation S occurred in both 
the alphabets G^and j$ . With the Turing sheets we could find 
the possible nos it ions for this, and then use a cyclometer to 
test % hxi the box shapes in those nos it ions. This is naturally 
only worth while if we have no box-sh o oe catalogue. Another 


possibility is to 'equate* the boxes, i.e. to find out from the 
permutations G^G^ ete what the original xsfTnmt® Inhabit s G-^and G^ 
were. In our c p se there era actual y 13 different possibilities 
for G-j_, 13 for Gg -nd 12 for G 3 . There are two things we can 
do to distinguish between the correct °nd the incorrect 
possibilities. We c^n use known statistics about the list of 
admissible message settings, choosing that combination of 
alphabets that gives the aamt greatest number of- mooon - ^o 
let have wm occurr e d prr. 


repetitions between the message settings for the day in question 

end message settings of previously solved d-ys, We raighjt al$S 

do r 'Banburisraus' i.e , we might make us* of the* * t-ct thet 

if two messages ere written out with letters that were 

enciphered at the seme position written in the seme column, then 

the number of twits* repetitions of letters in « column will 

be the seme as if the messages had not been enciphered, end 
on average 

therefore will be greeter! than if the messages had been 

otherwise pleoed. Actually this efiect we* very smell for 

the Navel traffic in 1937 end e rlier. The repetition frequency 

was 1/20, as compered with 1/16.5 for the 1940 w avel traffic 

end the Air traffic, *nd 1/12 for plain language German, and 

1/26 for incorrectly pieced e no inhered messages {the repetition 

frequency is the r-tio of the number of identical pairs in sc the 
total 

columnsto the number of pairs in columns, identic- 1 or not). 

With so low a repetition frequency it is xlmastzixEMiri 

extremely difficult to * equate the boxes unless the traffic is 

rather heavy. This method however applies quite well with 

the Air traffic up to Sept 14 1938, but there thecae ere better 

methods of equating* Once the boxes have been equated by one means 

or another we shell have many more cases of tara helf-bombes 

which we can assume to have been unsteckered. This method 

will nearly always get the result, if the equating can be done. 

After we have found the rod position of the Grundste] lung 

and the Stacker it only remains to find th__e Ringstellung. 

Usually this would be known already, as, at this period, the 

wheel order end Ringstelludg were only changed -bout once 

a fortnight. However if these have .lust been 0 hanged it is 

n ecessepy to read one meg sere. This could always be done, as 

e great many messages were sent in two or more parts. In 

such oases the nail signs and signatures of the ports were 

essentially the s-rae, and the Knmt peris after the first 

began by sayJLng that they were continuations, giving * the 
last part of the 

time group of the xrBX±KXx message as a reference, SfclxxirasxTiBii* 
lirxiks The method of giving numbers at that time was to use ■ 


( 

the tot» row of the key board and P thus 

QWERT2TTI0P ' 

1234567890 

The number was put between Y' s to shew th°t it was a number, 
end the whole repeated as a check. The continuation of a 
message whose time grouo was 2330 i,r ould XfikSY begin 
FORTYWEEFTYWEEFT , We could then find th e position ,,f he-’e this 
messege started by single wheel processes, and es we already 
know the window position of the start, we oen calculate the 
Bings tellung. 

On the 1st May 1987 e new ind io a tirjgf system was introduced. 
The first two groups (four letters each) of the message were 
repeated at the end. This dearly showed that these two groups 
formed th e indicator. The repetition also showed that no 
check could be expected within the ±n first two grouns 
themselves. This w r s discouraging, »s the essential weakness 
of the boxing method was that the s^m^thing was enciphered 
twice with the machine. With tlr new method of! indicating, 
whatever it is, th e best one o r n hone is that either it 
will enable us to' set 'the messages, or that ot from some 
information about the setting of the messages obtained 
elsewhere we may be able to deduce something about the acdhtxoy 
machine setting. However the first thing to be done was to 
find out how the indicators worked, and it wa^ necessary 
therefore to try and read some messages with which the new 
system was being used. To do this one can use the FORTYWBEFY 
messages, and apnly one of the methods described at the 
beginning 3>f the last- chanter. In this way the Poles found 
the keys for the 8th of May 1937, and as they found that, the 
wheel order and the turnovers were the wame as for the end 
of April they rightly assumed that th e wheel order and 
Ringstellung had remained the same during the end of AJ>ril 
and the beginning of May. This made It e- sier for them to 


find +h e keys for other days at th e beginning of May end 
th ey actually found the Stecker for stoat* the End, 3rd, 4th, 5th 
and 8th, end reed about 100 messages, £ixxaxto®Mdx±*a±x±KXKii 
kxxxs The in dioators an d window positions of four (selected) 
mess ges for th e 5th were 

Window start 
P C ¥ 

B 2 ¥ 


Indicator 
KFJX EWTW 
SYLG EWUP 


JMHO UYQG 
JMFE FEVC 


M E M 
IftX K 


The repetition of the EW combined with th e repetition of ¥ 
suggests that the ttordxxntrfOKrtii fifth and sixth letters 
describe the third letter of the "*indo” position, and similarly 
one ia led to believe th«t the first to letters of the indicator 
represent the first letter of the window position, and that the 
third ana fourth represent the sec ond . xPx' Jtxamxhl y-toxsixargitoteg 
±xxsx»Presumably this effeot is somehow produced by means of a 
table of bigramme equivalents oflette^s, but it oannot be 
done simply by replacing the letters of the window/ position 
1 ith one of th eir bigramne ecu v°lents, and then putting in 
s dummy bigramme, for in this case the window position 
cor responding to JMEE EEYC would have to be say MYY instead of 
MYK. Probably some encinherraent is involved somewhere , The two 
most natural alternatiy'' s are , i* i) The letters of the window 
position ere replaced by some bigrqrame equiv lemts and then 
the whole enciphered et sdme * Grundstellung’ , or ii) The window 
position is enciphered at the Grundstellung , and the resulting 
letters replaced by bigramme equivalents. The second ±of these 
alternatives was made far more probable by the following indicators 
occurring on the 2nd May 

EXDP I¥J0 ¥ C P 

XXEX JXJT ¥ U E 

RCXK Jim N U M 

With this secdmd alternative we can tooto® deduce from the 


Hill in i 


|J 7 


first two indie tors that the bigrarames EX ^nd XX h^ve the s-me 
value, and this is confirmed from the second and third, where 
XX and EX oc f ur in the second position instead ofth e first. 

It so happened that the change of indicating system had 
not been very well made, and a oertain torrsedo boat, with the 
cell sign AFA: hed not been provided with the bigremme 
tables. This boat sent a mess B ge in another cipher explaining 
this on the 1st May, and it ••as arranged th°t traffic with 
AFA: was to take piece according tothe old system until May 4, 
when the bigramae tables would be supplied. Sufficient traffic 
passed on May 2,3 far to and from AFA: for the Grundstellung 
used to be found, the Stecker having a Ire dy be^n found from 
the FORTYWEEPY messeg s. It was natural to assume that the 
Grundstellung used by AKA: was the Grundstellung to be used 
with the oorreot method of indication, and as sson as we 
noticed the two indicators mentioned above we tried this out 
and found it to be th e case. 

There actually turned out to be some more complications, 

at least 

There were two Grundstellungen instead of one. One of them was 
oalled the AUgemeine end the other the Offiziere Grundstellung, 
This made it extremely difficult to find eithter Grundstellung, 

The Boles pointed out another oosaiblity, viz th p t th e 
trixgranries were still probably not chosen at random. They 
suggested that probably the window cos it ions enc inhered at the 
Grundstellung, rather than the window nos it ions th emselves 
were taken off the restricted list, 

m Nov. 1939 a prison er told us that the German Navy had new 
given up writing numbers with Y..,YT,,,Y and that JtfcxKyxwHXK 
the digits of th e numbers were spelt out in full. When we heard 
this we exe ■’ined the messages toward th e end of 1937 which 
were expeoted to be continuati ns an d wrote th e expected 
beginxiinings under them. The pro ^ortoin of ’crashes’ i.e. of 
letters apparently left unaltered by encipherment, xinsx then shews 
hov/ nearly correct our guesses were. Assuming that the change xaas 


mentioned by the prisoner had already taken piece we found th at 

ehout 70$ of these cribs must have been right, Further 'crash 

analyses 'were made for other periods up to Aug 1939, all with 

fairly favourable results. At the same time there had been some 

chan ges in the machine, known toh ave taken place because of the 

cor res ponding changes in the machine used by the army and air 

whose traffic h ad been read. In the summer of 1937 the Umkljerws lze 

had been changed from A to B # end In (Deca? 1938 two new wheels 

±x IV Bnd V had been introduced, Agx a : fct«ugatx x g«xx acft»xtaB After U>m nCi 

the beginning of the war (Sept 1939) the FORTYWEEPY messages ■ 

were no longer traceable, because there were no more call signs, . j 

of thid kind 

However there had been some traffic at various times during 
manoeuvres.: and arises sinde the occupation of Austria, Shaxsx 


fc w y « .v -by-cTT* r ag and there were a few days where there 
was both traffic with and without call signs. We hoped that 
we might be able to find the keys for some such days end Ins so 
to find the kind of thing that was said in the traffic without 
call signs. XRxairtHKi l/xfi i o ntokxx kg/XAriJi ' XA: There se' rued to be 
some doubt as to the feasibility of thid ol^n, ^s iAxjLSJEUtlijtx 
the call signs traffic on any day was always either the whole of 
the Baltic traffic or the whole of the non-Baltic traffic, and 
the Baltic traf ■ ic in 1937 usedto be on a differen t key from th e 
rest# Following this programme we found the keys for Nov, £8 
1938 and for a number of d^ys near there. The number of Steoker 
ws 6, Th o wheel order end Rings tellung seemed to remain constant 
for ebout a week; at an y rate they did not change between NoV S4 
and Nov£9. The Steoker hKtxxgd xxmxxklsxxxy xvere nbt hatted; the 
same letter was. never steckered on t o oonsecutlve days. This 
of course might be extremely valuable. If the traffic had bean 
h esvier it would have enabled us to find th e keys so long as 
this lasted, and there were any cribs. Actually we got no 
furth er than this* 83 8 t ibis point e good deal of data was. 



1 pinched* fr'in a German "boat, enabling us pet the keys for 
April 22-27 194C. At the seme time we pinched a book of 
instru ctions telling us th e precise form of the indicating 
system. 

To enoipher a mes p ge the one rp tor ch ooses two trigrem^ea 
ou t of a book. The first of these trigrammes is called the 
'Sohluesselkenngrup * , The ohoice of this is oartly determined 
by the nature of th e message: e,g, *11 'dummy 1 mes^e es have 
th e Schluessel keengrupoe taken from one part of the book end 
genuine messages &eve them taken fr nr elsewhere; wo do not 
kn 4>w very much about th ese, Th e second trlgramme isoalied 
the Yerfehsenkenngrup ^e , Supnose the Schlues^elkenngrupoe is 
CIV and the Verfehrea kenngrup -e is TOD then the operator 
chooses two dummhy letters, Q n nd X say, end writes this down 

ft 0 I V 
T 0 D X 

FSom the Verfehren kenngrunpe is obt e ined the window nosition 

for th e start of th e message, by eh ciphering at the Grundstellung* 

From th e eight letters above, one also obtains the indicator 

for the messoge, by substitution from e table which gives 

bigfarame for bigremrae, Th e raxfci* substitution is done by replacing 

Hi 

the vertical pairs above with bigram' ’6 s, e,g, ±&x. in this case, 

v . - . * - 

if the substitute for QT were DA, and TH for CO, PO for ID, ~nd 

CN f or VX then the indicator for the message is DATE POCN. 

Apart from the Schluessel kenngrup^e feature this is the 

method we had inferred w^s being used, ShanAhana This extra 

feature accounts for the bigram es in th e indicators being 

almost perfectly h etted, Also th e fact that it is never the 

mess r ge setting itself wioh is chosen p t random by the operator 

eliminates any remaining hone th at one might use * one ra tor's 

psychology' to help in finding out th e alphabets. From our 

point of view of course the So blue ss el keangrun^en raigh t 

as well not exist, an d th e tbigram e lists 'to us mar in 

letter entered 

Foss sheets with on e xxlrxy In eroh scue^e, *nd not two , 

There is however the restriction that there must be exaotly 86 

occurrences of eroh letter. 

/ 
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Methods of res dins the in d ividual messages 

With th e system of indication that h ss been used sinoe 
j-iay 1937 we ere not able to reed all the messages as soon as 
we have read on e, A few may be re & d by single wheel processes, 
ststting from a short crib, bu t we cannot hone to read the 
whole traffic in this way. Also, when we have found the 
Grunds tel lung TcxanqcxfeaxKjgiKxls , an d if there is plenty of traffic, 
we may be able to make use of Hms some bigrammes whioh occurred 
in messages already reed. These methods «re not enough by themselves/ 
In th e 1937 treffio there was no 'mot probable*, «nd we had 
planned a method for finding the right starting position, making 

use of the feot thet th e correct defiode would probably have 

* 

more letters E in it then any of the others. It was intended 
to have a long punched paper roll, th e punching shewing the 
effect of enciphering E in the various positions. This paper 

l 

was to move under a series of about 200 brushes whose position 

was determined by th e lett rs of the enciphered message. The 

number of brushes which poked through the holes at any moment 

was th e number of letters E in th e decode of the message, the 
window 

pas it ion arfxitoK be in g determined by the position of the roll. 

All positions giving more than a certain number of letters E 
were to be recorded and these positions indenen dently tested. 

This machine w s called 'th e rack*. 

It wag never n eces^ary to make a rack because when the 
1938 messages were reed it was f found th «t thera word EINS 
occurred veryfrequen tly. We therefore made a catalogue of 
th e encoded v lues of EINS at every possible starting position, 

* 1 1 ■ - « 1 ^ i 

an d arranged the encoded values in alphabetical order. The 

' '.r V, ' f 

un^ne lysed catalogue was -ade by enciphering first E at every 
possible position, then I,N and S, This was done with the 
automatic typewriting en Ifemss. The values of I were stuck below 
the values of E with a stagger: the values of N and S were 
underneath th ese pgain, with editable. stag -era. The esult wag 
that the effect of enciphering EINS appeared in vertical columns. 


- 


It+f 


This unaaslysed catalogue we* known to th e girls as * oorsets*. 

In analysing the catalogue we took £5 sheets n araed A to 2, with 

E omitted: each sheet had 25 lines, named A to Z with I omitted. 

Supnosing on sheet 13 and line 4 of th e corsets we found 

OM 

LVQM as a value of BINS we v:ould enter 13,4 on line V of sheet I* 
Srafxtimi In a later form of the catalogue w<- also made 
’existence sheets* * In the existence she ts we would enter M 
in line V and column 0 of sheet L. To use the catalogue w« 

a 

first analysed the tetrsgremmes in th e messages jtxtnxj&x 

acooring totheir first letters. One would then take th e A 

existenoe she^t and go through all th e messages marking the 

tetra grammes which oo^urred on th e existenoe sheet, and marking 

against them the entry (e t g. 13,4) from the catalogue. Afterwards 

one would have to go back to the corsets , end search in the 

right line for the tet re gramme, end work out it" position: 

this was done with a cardboard strin and knlwn a 3* snaking* , 

Having foun d the position one would have to set up th e m chine, 

decipher the tetragramne, verifying that it g^ve EIHS end then 

continue to decipher and se if one continuedto get. sense, 

This process has since be r n great!" improved. Instead of 

making the corsets off the’ X -me chines r ^e have a machine o°lled 

the ’test-plate* or *beby* which tyned out the results of 

encipherin g EINS in oil positions in a much more convenient form . 

Also we 'jca witin n o longer analyse the groups by hand, but h r ve 

together with their nos it ion 
them punched on cards, which are 

then sorted into alphabetical order, and listed, A further 

Improvement is th at the tent -plate la now made to punch the 

cards directly. 

Roughly, our programme when the wheel order, Ringstellung , 

and Stacker for a day h ave been found, is as follows. We make 

it 

en EIHS catalogue, and use to get out c^irs of message's in 
which the second indicator bigram ’e of one is the same as the 
third indicator bigremme of th e other. If " T e have four suoh 
cases we have sufficient data about th e Grundstellung to be 
able to find it by means of th e Bombe, provided th**t we have 


found th e double T.O. fcfe We then continue to get assesses out 

with the EINS catalogue; each message gives is some fc± values 1 

# ^ 

of bigrammes, which are entered on e Eoss sheet, JSrom time 

to time wS go th rough the messages substituting for the 

recently i 

bigrammes the values that have be-^n found from the messages, 

With messages for which we know the values of t ,r o of the 

bigrerames we apnly th e method known ss ’ twiddling* or ’bonking’. 

We have to deoipher the first few letters of the message at all 

of the 26 places consistent with our knowledge of the bigr*>mmes. 

This is usually done in column*, one column at a time, each 

oolumn corresponding to a letter of the message. The twiddling 

is best don e on the Letchworth enigmas, as they h sve no 

automatic T.O, Some more messages can be solved ky when one 

bigramme is known, preferably that corresponding to the L.H.W, 

on th e test -plate 

by deciphering a few letters at every one of the 676 pieces. But 
this method is rather difficult to work in practice. It seems | 

much more difficult to snot the rt -ht answer when one h-’S to ! 

* j 1 

look through so many possibilities. The right answer is hardly 

ever noticed unless it is onfe of the obviousones such as ; 

BIENE?WESPE ,MUECKE ,M0SKIT0 , HOENISSE , KRKR ,AHAN , ADMX , GRUPPE , B mSfS . 

The case ‘-here the R.H.W. bigramme is known cannot be done on 

th e test-plate at all. One mqrxks: can of course use the X-mn chines 

in much the same wsy as was done with th e original form of 

PINS catalogue. This has never beefa a success. On - can also 

use *hand methods! On e can go throiigh the message looking for 

places wh ere two consecutive letters occur on th e samerod. 

The deciphered values also oocur on the same rod, and we can 
examine the rods for possible bigraranes, Combining this with 
th^e Turing she ts, Kendrick has solved quite a number of mes ages. 
This method is knovm as ’clicks on the rods’. 
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Identlfioatlanof bl gra mme Hate and of valuation of unknown bl grumes . 

The Tebfahrenkenngruppe (T.K.O. or trigranne) ie *8 we have explained 
not chosen at random , but from a llat of a out 11 , 000 ^ an a within this Hat 

the chol aed are not made at Tsstsm uniformly . Thie fact enable a us to 

identify which hi gramme lists are being used , for II we choose the right 

bi gramme list and work out the T.K.O. we shall find that a comparatively large 

proportloj of the m have occurred bdf ore , and if we ohoose the wrong one , 

a comparatively email proportion. 


before Tttia , *V twice eto. Let us cal} a trigraam» which has 
occurred before ^ t femes a trigramne of the 'Class . We can them express 
our information in the form: 


the whole, and let us imagine that thds random sample consists of the last 

of the trigrammes which were found. There will be 0Cu / in the 1 class 

in the 2 class, eto. Bow the ones in the 1 class would have been , when they 

were fpund,ones which had not occurred before, and those nfctsfc In the 2 class 

ones which had occurred before once, and so on. Hence we can say that for the lasst 

trt g r a msitfgw l occurrences of tri grammes entered, the numbers s which bad 


entered. The process of finding new occurrences of trlgr&maea arid lookinf gup th 
numbers of previous occurrences can therefore bo regarded ad like having an 


The more precise theory of this ldentlfloatlonis as follows, let us 
suppose thst o lithe 14^ different tri grammes have been used 


once 



2-*. x 


Of the oocurrrenoes of tri grammes there have been K in the /class, 
in the 2 - class, 3*^ in the 1 - class etc: 


How take a random sample of these occurrences, forming a proportloj of 



u#V « r . 



urn containing cards, each of which bears a a number, and making 

drasafrom the urn. The nujmber of cards bearing the nukber lr is th be 
proportional to (f “*0 ^ ^ ^ .On the other hand we have to oonaider the process of ,c 
chousing tri grammes at random. This 1 s to be xmgsxdsdxamx compared wbth 



0 


drawing cards from an urn containing cards In di f f ere n t proportions, 
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Jach fcrl gramme must occur equally of tonkin this urn, and must of course have 
with it the number of preYioue occurrences of this tit gramme . How Imagine that we hare 
worked out a certain number of T.K.O. using a given b ' gramme table, anf that we hare 
found out how cany times each of them had occurred before. This can be compared with 
being glvewn one of the urns, and told It la on this being the random urn , 
and then drawing a certain number of cards from the urn. After the draw we have a 
new idea of the odds that the urn is the random urn, and we should have a correspond! n 
modified idea of the odds that the btgramme list is the right one. let us suppose that 
the tri grammes, in the order as they were fw an dy worked out, had the numbers 

y y y of previous occurrences, and thatroorrespondingly the cards 

t f v* . J 

drawn frok the urn bore the numbers ( - ---- ^5 • The prop cart Ion of oases of 

draws of e cards from the urn , giving these results with the same order , is 

, . . . .. where U. is the proportion of r -cards In the urn. 

‘N, ^ u *-v, - — ‘-Vj, r 

Likewise the proportionof cases where this happenswith the other urn is 

^ u. ' with a correspond oag meaning far . Then tfce odds on the 

h »" 1 

urn not being the random one after the draw experiment are 
Nr, u Kl 


u, 1 
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In other words the drawing of a card with the number X m Improves the odds 


t i ^ C *** ^ *♦ 1 

which is e^ual to 7 : — “ 

exccept in the case m •*> when it is 


U 1 *. 

by a factor of 2 

iA 


-U* f, 


The same method my be applied for the identification of some unknown bi grammes 
By »g into account a number od days traffic all using the same V gramme 
table we my finfi a number of indicatorae whose T.K.O. would be completely 
known If we knew the value of a certain bl gramme. If we make the right hypothesis 
as to the value, we should get tri gramme e agreeing with the ststi sties as before. 
In this sort of case, as the data Is liable to be very scanty, it is essential to 
use the accurate theory as described above. 


